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AHHOTADUA

[IpumeHeHHe OnoK4eiiHA B CETAX MHTEPHETA BELIEH — HOBAaTOPCKUM MOAXO0J, KOTOPHI criocobeH
cae1aTh KOMMYHHKALMH MEKIY VCTPOHCTBaMHU TaKoil CETH pacrpeaeneHHBIMH, AaBTOHOMHBIMHU H
OesonacHbIMA.  BiokueiiH B JAHHOM KOHTEKCTE MNpeICTaBAseT H3 ¢804  COBOKYIIHOCTD
KkpuntorpagHIecku CBjA3aHHBIX O7I0KOB. TpaH3akUMH B CETH HCMOIHAKT POk OCHOBHBIX
HOCHTE.IeH HH(OPMALIMH O COCTOSHUH V3JIOB, A TAKKE BBIXOHOH uﬂdlopmauuu CaMMX ¥3/I0B 114
ABTOHOMHOTO ()YHKLIMOHHPOBAHHA CETH. ¥3.10M SBISETCA “YMHOE  YCTPOHCTBO, JATUMK MM Ke
MHUKPOKOHTPOIMEP, KOTOPBIH CBA3BIBACT TIPYMNY JaTHHKOB. bIoKUeHH mNpUMeEHATCs And
obecneueHUA 3AUIIEHHON Mepe aun U 0OpadoTKH JAHHBIX YCTPOHCTE B CETH HHTEPHETA BELICH.
B maHHOI cTaThe pPACCMOTPEHBI OCHOBHBIE BO3MOXKHOCTH M BBI3OBBI IIPH TPHUMEHEHHU
TEXHOIOTHU B PACTIPEICNEHHBIX CETAX.

Kmouesbie cnoBa: internet of things (uuTepHer peweii), blockchain (Gnokueiin), peer-to-
peer network, proof of authentication (agokazareiscTBO — ayTeHTH(UKALIUH),
JELeHTpaIu30BaHHasl CETh.
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Abstract

The use of Blockchain in the Intermet of Things networks is an innovative approach that can make
communication between devices of such a network distnbuted. autonomous and secure. The
blockchain in this context is a set of cryptographicallv connected blocks. Transactions in the
network act as the main carriers of information about the state of the nodes, as well as the output
information of the nodes themselves for the autonomous functioning of the network. A node isa
"smart” device, a sensor, or a microcontroller that connects a group of sensors. Blockchain will be
used to provide secure data transmission and processing of devices in the Internet of Things
network. This article discusses the main opportunities and challenges in the application of
technology in distributed networks.

Keywords: internet of things, blockchain, peer-to-peer network, proof of authentication, a
decentralized network.
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BBEJEHHE

C pasBuTHEM KOMMYHHKALHOHHBIX TEXHOJOIHH M ¢ IOBCEMECTHBIM BBeAeHHeM SG-cereii,
TexHojorusa “HMHTepHeT Bellell” Hadana pasBHUBATbCA C SKCMOHEHLMANLHOM CKOPOCTBIO. YMHBIH OOM,
yMHble ropoma, cucreMa e-Health, wuHTepHeT Bellell 1ns NpPOMBILINEHHBIX NPEONpPHSATHIA,
pacnpeneneHHblil HHTEJUIEKT H APYTHE CHCTeMbl — 3¢ EeKTHBHOE H MPHBLIMHOE A OOLUECTBA CPEACTBO
YIIyHLIEHHs MHOTHX IPOLECCOB, HANPHMEp, MPOLECCOB OPOIUEHHS YpPOKas Ha OCHOBE JATHHKOB U
OPYTUX TMpPOLEcCOB, KOTOpble MOryT ObiTh aBTOMaTH3MpoBaHbl. [lomoOHBI noaxom Kk mpoueccaM
yMEHbLIAeT BJIHAHHE 4YeJOBeUeCKoro ¢akropa H CMocoOCTBYET MOBHILIEHHIO 3(P(eKTHUBHOCTH
NPeANPHATHA, Il €CTh BCE MPEANOCHUIKH A1 NPUMeHeHHs TexHonoruu [oT.

ITpu Beceit cBoelt >(P¢eKTHBHOCTH M PACNPOCTPAHEHHOCTH, TexHosmorusi Internet of things
(MHTepHeT Bellell) UMeeT MHOKECTBO BBI3OBOB U NMPOOIeM, CBA3aHHBIX ¢ O€30MacHOCTBIO M Oe3onacHoi
koHpurypauueii yctpolicts HuTepHeTa Beluef.

CywecTBOBaHHE OMPOMHOIO KOJIHYECTBA NOAOOHBIX YCTPOICTB HECeT B cede OMacHOCTh, TaK KaK
3JIOYMBILIJIEHHHK MOXKET B3STh HX NOJ KOHTPOJIb H OPraHH30BBIBATE ¢ MOMOLUBK YCTPOICTE HHTEPHETA
pewtedi JAOC-ataku U apyrue MaHUMYJALUH ¢ TpadUKOM, KOTOpBIE OTCBITAKOT JAaHHBEIE YCTPOICTBA Ha
cepeep.

OnHUM H3 NPUMEPOB COINIACOBAHHBIX ATAK MHQMKECTBA YCTPONHCTB MHTEPHETA BeLIeH SBJISAETCS
DoTHeT. BOTHET - 3TO COBOKYNHOCTB B3JIOMAHHBIX VCTPOMCTB, HAXQMAIIMXCS MOA KOHTPOIEM
3JIOYMBILINIEHHUKA. Miral — yepBb U OOTHeT, o0pa3oBaHHbI B3MOMaHHBIMH (CKOMITPOMETHPOBAHHBIMH )
yCTpOHCTBAaMHM THUMA «HUHTEPHET Belleil» (BHISONMPOUTPBLIBATENH, «YMHbIe» Bed-Kamepbl, Mpouee).
JaHHbIil DOTHET B3/IaMBIBAET YCTPOHCTBA, NoadHUpas maposib K 23 nopty (telnet). B ueHTpann3oBaHHBIX
CHCTEMAX HHTEPHETa Belleil HMHOrAa AOCTATOMHO OBIBAeT B3JOMATh CEpPBEP HJIH MHKPOKOHTPOILIED,
OTBEYAIOLIUH 328 KOMMYHHUKALHUH Mexay OoJbLuoH rpynnoil yeTpoicTs, YyToObl MOMYUYUTh BO3MOKHOCTD
KOHTpPOJA BCEX YCTPOHCTB, KOMMYHHULHMPYIOLWIHMX MO LUEHTPATU30BAHHOMY IMPOTOKONY C B3JIOMAaHHBIM
cepeepom [ 1, 3, 8].

OCHOBHAA YACTH

JENEHTPAIH30OBAHHBIN [OAXOJ B INTERNET OF THINGS (Hnmepneme seuyei).
IeHTpanu3auus CHCTEMBI YIIPABIEHHS] MHTEPHETOM BELLEH MOXKET SBJIAThCA YI3BHMOCTBK), TaK KK TaKas
apXUTEKTypa 3HaUUTENBHO COKpaLlaeT BpeMs, 3a KOTOpOe BCE YCTpOHCTBa B Takoil ceTH MOryT ObITh
B3SIThI NOI KOHTPOJIb 3710y MBILUTEHHHKOM.

BbIXOOM CHYKHT HCMOJIb30BAHHE JELEHTPATH30BAHHOIO MOAXOAA K OPraHM3allHH TaKOH CeTH,
rOe Kaxka0e YCTPOHCTBO BBICTYNAET CAaMOCTOATEIbHBIM Y310M. B cnydae Takoli KOMMYHHKALIHH,
3JIOYMBILLJIEHHUKY TPUAETCA B3JOMAaTh KakJoe YCTPOHCTBO, 4 He TONBKO LIEHTPanbHBIN cepsep.
Hcnons3oBaHHe NPOTOKOJOB LEHTPaJH30BaHHOH KOMMYHHKAaUMHM B AELEHTPATH30BaHHOH ceTH He
ABMISAETCA [OOCTAaTOYHO ©OesonacHeM M 3ddexTuBHpIM. Mcnonb3oBanue texHonorun biokueliH ans
OpraHM3aLHH KOMMYHHKALHH MEXIY VCTPOICTBAMH B TAKOH CeTH HauOOIee ONpaBIaHHOe PELIeHHE, TaK
Kak HH(popMauus OyaeT nepemaBaTbCs B BHAe O€30MACHBIX, MOAMMCAHHBIX TPaH3aKUHil, KOTOpbIE
IOJIKHBI OBITh 3aMHCaHbl B PACMIPENENeHHOM peecTpe Kakaoro y3na.

IMonobHelil noaxon odecrnevyuBaeT ClENYHOLIHNE MPEUMYyLIecTBa H CBOHCTBA B3aUMOAEHCTBUS
YCTPONACTB B pacnpeneneHHoi cetu [5, ¢. 3]

1) meueHTpanM3aLus;

2) ©Oe30macHOCTD,

3} wuneHTHHUKALNA,

4) rubKoOCTh CeTH,

5) aBTOHOMHOCTb PadOTHI CETH,

6) HazeXHOCTb HH(pOPMaLHH.

JeueHTpanu3auusa NpeanojaraeT ycTpaHeHHe npodieM Oe30MmacHOCTH  LEHTPATH30BAHHOIO
MOAXOAA K OPraHH3alLHH HHTEPHETA BeLlel, yBeNH4MBas MOIPELIHOCTb, OJHAKO TAKXKE YBeIHYHBas



H qu ] —IbIM Hecmepenko B.P., Macaosa MA. Henoavsoeanue mexnoacauy blockchain das ofechedenus

Be30nacHoCMu 6 pachpeoRAeHHOM  UnmepHeme esewell  // Hayunetdi  pesyasmant.
PE 3y T Hudbopmayuornste mexxoaoauu, - T.6, Ne2, 2021

r
“l!li‘!llllll\ll!

3¢ dpexTHBHOCTE Takoil ceT U Oe3omacHOCTh. TpaH3akUUM MeKAY Y3NamMH Oe30MacHbl, MOATHCAHBI
CeKPETHBIM KJIKOUOM V3JIa OTIPABHTENS H IPOBEPEHHBIE Y3JI0M MOJYYaTeNeM, TaKUM 0Opa3oM
obecneunBaercs He3omacHOCTh U HAeHTH(HKauUA. B mr000ii MOMEHT B CeThb MOXKET OBITh MOIKIKUYEHO
M000e KOMUYECTBO YCTPONCTB, KOTOpble MOMy4aT aKTyalbHYH KOMHMIO paclpereNeHHOro peectpa —
TakuM o0pa3oM olecrneunBaeTca rHOKOCTb CeTH. ABTOHOMHOCTb padOoThl 3aKNIOUaeTC B HEBO3MOKHOCTH
NPHOCTAHOBHTL PadOTy BCEH CeTH, BBIBEAS H3 CTPOsA KAKOH-THMOO €€ KOMIIOHEHT, KaK 3TO MOXKET
MPOHUCXOJHTh B LIEHTPAJIH3OBAHHOH CETH NPH BbIBOAE M3 cTpos cepsepa. HanexHnocrs unbopmanuu s
CeTH 3aKJIOuaeTcss B TOM, UTO B ONOKaX pacnpemeNneHHOro peecTpa OyOYT HAXOOHTBCS TONBKO
BepU(pULUpPOBaHHbIE MaliHepaMl MIM HHBIM CHOOCOOOM TpaH3akUMH, CoOAepskallie BBIXOOHYIO
HH(pOpMALHI YCTPOHCTB [2, 4].

JeueHTpanu3alnss W peer-to-peer OpraHM3alds CEeTH MOKa3blBAOT  BBICOKHI  yPOBEHb
Oe3onacHOCTH, HANEKHOCTH, TMOKOCTH CETH M BO3MOKHOCTH aBTOHOMHOM paloThl ee HacTeil.

PE3YIABTATHI HCCIIEJOBAHHA U HX OBCYK/JTEHHE

Pacecmotpum 3¢ exTHBHBI KOHCEHCYC M XpaHeHHe pacnpeneneHHoro peecrpa. Ilpu Beex
MpeuMyLUecTBaX OELIeHTPANH30BaHHON CETH BCe elle OCTAITCH aKTyalbHBIMHU CleAyIOLINe BbI3OBbI: Kak
XpPaHUTb pacrlpeiefieHHbll peecTp Ha y3Je W KaKoll alNropuTM KOHCEHCyca HCMONb30BaTb AN
3thheKTHBHOMH pabdoThI CETH.

Proof-of-Work npotue Proof-of-Stake

Fan 1@

Proof-of-Work rpebyer B cucreme Proof-of-Stake coagartens
DOPOrOCTOAWMX BBINHE NEHAN HOBOTC 610K BLIGUPASTEA CHCTEMON
TAKKE WIBECTHBIX KK MIHHAHI 33pAHEL HA OCHOBINHK €70 NUNHOTQ

COCTORKNMA, TO €CTe A0NH 8 obWeM
KOARYECTBE KPUNTOSANKOTbI.

ml= vl

BosHarpaxgenne NONyuaeT ManHep, B cucteme PaS poanarpaxgenne
NePBbIM PLLUMBLUIWA MATEMATHYECKYIO 3a 510K OTCYTCTRYET & NPHHLHNE.
npobnemy, CBRIANHYIO ¢ SADKOM Joxof ManHepos COCTARNAKT

HCKAHATENBHO KOMUCCHH € TPAHIAKUWA.

ol

L A A

Ma#Hept B CETH COPEBHYIOTCA Kphnrosamore Ha 6ade Proof-of-Stake
Mexay cobon B NOMEKE PelUeHMA MOryT 8piTe 8 TRICAYR pa3 Bonee
aHeproad hex THBHbIMU

FPuc. JokazaTenecTBO PaboTH U A0KAZATENBCTBO JONU
Fig. Proof-of-work and Proof-of-Stake
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Proof-of-work (aokasatenbctBo paloTbl) — CTaHAAPTHBIN anropuTM CeTH BUTKOMH, KOTOpbIit
MO3BOJIAET HAa OCHOBE JOKA3ATENBCTBA KAKHX-TO CJIOXHBIX BBIYHCICHHH, NOKA3aTh MPOAEIAHHYK paboTy
A BepHPHKALMH TPAH3AKLMH H KPHUNTOrpagHUecKoro 3akpbiTusi Onoka. B orpomHOl ceTH gaHHbI
alrOpUTM KOHCEHCyca OKa3blBA€TCS OYEHb 3aTPaTHBIM C TOUKH 3peHHMA pacXodyeMoil 3Hepruu Ha
BBIYUCIEHHUS A7 BepU(pUKALMU U 3aKPbITHS OTIOKOB.

CeTb HHTEpHETA Beleil AOKHA 00ECNeUHBATh KOMMYHHKALMK) U MPHHITHE PELUCHHS B PEXKHME
peanbHoro BpeMmeHH. JlaHHOe TpeDOBaHHME [ENaeT AO0Ka3aTeNnbeTBO pabdoTel He3hEKTHBHBIM AN
pEeLUeHHUs MOCTaBNeHHOI 3agaun. Tak Kak B 3aKpbITOH CETH HHTEpHETA Belleil TOKa3aTeNbCTBOM padoThl
IOJIKHBl 3aHUMaTbCA CaMH YCTpOHCTBa — padoTa Takoil CeTH MOKeT ObITh HapylleHa M3-3a BBICOKOIM
HArpy3KH Ha YCTPOHCTBA, NPH BBIYHCIEHHH T0KA3aTEIbCTBA PAabOThL.

MailiHepoM CUMTAeTCs YYACTHHK CETH, 3aHHTEPECOBAHHBIH B MOAAEPKAHUH padOTOCHOCOOHOCTH
Takoll CeTH 3a HEKOTOpYI Harpaiy. Bo3MOKHO OpraHM3OBaThb pacnmpeleleHHYIO CeTb, OCHOBAHHYIO Ha
1oKa3aTenbCTBe paboThl, TONBKO cAeNaB UHTEPHET Bellel OTKPBITBIM AN BHELUHUX MaliHepos. B Takom
CITy4ae NpPHAETCS OOECNeUHUTb ACCTATOYHO BBICOKYK BOBII€YEHHOCTh MaHHEpOB, 4T0oOBI He ObUIO
33J€PKKH B F€HepalHi HOBBIX OJIOKOB H He ObLIO JOMOJHHTENBHONH HArPy3KH HA y3JIbl B CETH.

JpyruM BBIXOOOM MOKET SIBAATbCA BHIOOpP Oonee NEerkoBeCHOro anropuTMa KOHCEHCyca.
Hanpumep, Proof-of-Stake wnu nokaszatenbcTBo dYacTu. JaHHBI anropuTM KOHCEHCyca MeHee
TPeDOBATE/IEH K pecypcaM, 4eM J0Ka3aTenbCTBO padoTel (¢M. puc.l). OnHakoe B cooTseTcTBUH € [7, €. 2],
NPEANOUYTUTENBHBIM H JIETKOBECHBIM aJITOPHTMOM KOHCEHCYCA ISl PAclpeeNeHHOr0 HHTePHETa Bellek
apngetcsa Proof-of-Authentication (Ioka3aTeabCTBO ayTeHTHGUKALIH).

Hns peanuzauuy JaHHOTO aaropuTMa HeodOxoaumo B obuwel TadnMue KOMMYHHKAUMH XpaHUThb
COOTBETCTBHsI OTKpbITOrO Kimoda © MAC-anpeca ycrpoiicTa.

JloKa3aTeIbCTBO Ay TEHTH(PHKALIMH MOKET OBITh PEATH30BAHO CIEAYIOLIHM 00pazom [6, ¢.9]:

—  Bribuparotcs 10BepeHHbIE Y3IIbL.

— HenosepeHnblii y3en coOupaeTt TpaH3aKUHH B OJOK.

— HenosepeHHblii y3en NOANKCHIBAET OJIOK U OTIPABIAET BCEM JIOBEPEHHBIM y3IIaM.

—  JloBepeHHbIE y3/Ibl CONOCTABIAT OTKPITHIH K1Y y31a U ero MAC-agpec.

— Ecnu Bce moBepeHHble y3Jbl YCMEWHO ayTeHTHU(GUUHUPOBANH y3eN, OTHpaBUBLIMN ONOK, TO
MPOUCXOIUT pacchbUika 3TOro 0J0Ka BCEM y371aM CeTH.

—  Tlpu nony4eHun 6/10Ka OCTAIbHBIE Y3JIbl HAXOAAT X3LI 3arGJIOBKA U OTKPBIBAKT HOBBIH OJIOK
C 3THM X311I-3HaueHHeM B none “Tlpeapiaymuii xam”.

Ecnu noBepeHHbIil y3en He cMOr ay TeHTH(hHLHPOBaTh ONOK U NPpUCTaBLIHIl 3TOT ONIOK y3en, Toraa
peATHHr noeepuss najaer Ha 1. Ilpu HU3KOM peHTHHre AOBEpHS MPOUCXOIUT IEpeHa3HAUYCHHE
JOBEPEHHBIX Y3JI0B B CeTH. TakoH anroputM mNO3BONSAET OYEeHb CHIBHO COKPAaTHTh HArpys3Ky Ha
YCTPOHACTBA, a Takke ODECneduTh MPOBEPKY MNOAJHHHOCTH NPHCAAHHOH HHPOPMALMH ¢ MNOMOLIBK
mexaHusMa JLII. Mcrnone3oBaHHe NpUBEJSHHOrO BBILIE aNTOPUTMAa MOMHMO HaAEKHOTO anropuTMa
KOHCEHCyca Tak/Ke cocoOCTBYET Yy ULIeHHIO Oe30NaCHOCTH XPAHUMBIX JaHHBIX.

XpaHEeHHE PACIPEOENEHHOrO PeecTpa BO3MOXKHO peaju30eBaTh B oOnake, yTOOBl Ka)Iblil y3en
HMeJ BO3MOXKHOCTb JOCTYNA K CBOEMy y4acTky odnaka. Takum oOpa3oM, JaHHbIE HE OynyT 3aHHMAThb
MECTO Ha CAMOM YCTPOHCTBE.

Takke BO3MOXKHO XPaHHTb He BCe, HO TONBKO CaMble aKTyanbHble ONOKH C JaHHBIMH Ha
ycTpoiicTBax. Takoil ¢nocod MO3BOJUT OTKa3aThCsl OT B3aUMOACHCTBHUS ¢ QOJAKOM, a Takxke Oyaer
IKOHOMHTH NAMSTh CAMHX Y3JIOB.

3AK/IIOYEHHE

IlpumeHeHHe TexHONOrHH bBrok4ellH B OpraHH3auuH  3AlUHINEHHOH pAaclpeneseHHOH CeTH
MHTEPHETA BEILEH - OUeHb NEPCNEKTHBHAs U HOBATOPCKast TeXHonorus. JJaHHeli Noaxod B opraHu3aluf
pacnpeneneHHOH CeTH MO3BOJNseT OOECNeUNTh NMPEXKAe BCEro aBTOHOMHOCTb padOThI Y31OB, BBICOKHIA
ypPOBEHb 0€30MacHOCTH MHPPACTPYKTYPBI H 3JIEMEHTOB MHTEPHETA BeLIeH, a TakXkKe MISHTHOHKALHUKD ¢
nomowmpry 2LII. OnHako, y NpHMEHEHHMA [OAHHOH TEXHOIOTHM €CTb HEKOTOPBIE OrpaHHYeHMS:
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CTaHOApPTHBIE aJFOPUTMBI KOHCEHCYCa He MOOXOAAT M3-3a UX MPUBA3aHHOCTH K BHELUHHUM MaiHepaM HIH
H3-32 BBICOKHX IHEPro3aTpaT, OJHAKO, AIrOPHTM NOKA3aTeIbCTBA AYTEHTH(PUKALIMH SBIAETCS HAAEKHBIM
AITOPUTMOM KOHCEHCYCA IS CeTH, Ie MaiiHepaMH BBICTYNAKT y3Jbl caMoil ceTH. JlaHHBIH anropuT™m
criocobeH obecreunBaTh HeoOXoAHMoe OblcTponeiicTBHe YCTPOICTB M KOMMYHHKALHIO B peanbHOM
BpeMeHH. XpaHeHHe JaHHBIX BO3MOKHO peanu3oBaTh JABYMS, NPEINOKEHHBIMH B 3TOI cTaThbe
CrocodaMu:

) obecneunTs JOCTYN Y3714 K yUacTKy 0dsiaxa, rae OyneT XpaHUThCs KOMUs PeecTpa,

2) XpaHUTH TOJNBKO HauOoNee akTyasbHble ONMOKH B MaMATH CaMOro y3na, o0ecrequB TaKoMy
peecTpy JIerkOBeCHOCTS.
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