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AHHOTaLuA

NHopmaums CTaHOBUTCA OYeHb BaXKHLIM PECYPCOM M HAYMHAeT MpeBblwaTb MO CBOEW
3HAUYMMOCTUN [aKe maTepuasibHble akTuBbl. B CBA3WM CO CTpeMUTeNbHLIM PasBUTMEM BaXKHOCTU
MH(OPMaLMM B COBPEMEHHOM Mupe CTaiM pacTU W MocAratefibCTBa Ha WHOPMAaLVOHHbIE
pecypcbl. [MpoaHasM3npoBaHbl CPeAcTB MO 3alWuTe  UHGOpMauuu, npefoTBpallatoLye
HeCaHKLMOH/MPOBaHHbIE JOCTYMNbl K Hel WM ee aneMeHTaMm. [laHHas rpynna CcpejcTs
OnpesenseTcs Kak TepMUH «MH(OpPMaLMOHHaA 6e30MmacHOCTb». CTOUT OTMETUTb, YTO BaXKHbI
VMEHHO npefynpeanTe/ibHble Mepbl 18 06ecreyeHns 6e30MacHOCTM WMHGOPMaLuK, a He
yCTpaHeHWe MNOCNeAcTBUiA AaHHbIX Npobnem. B xoge cBoeli paboTbl pa3paboTyUvK MOXeET
CNy4YaiiHO A0MyCTWUTb OWWOKY, BCMELCTBUE KOTOPOW B AaHHOM MyHKTe MOXeT 06pa3oBaTbes
Oygylias ya3BUMOCTb. YA3BMMOCTb - Cflaboe MecTO Mporpammbl WM MPOrpaMmmHOro
obecneyeHns, O0OHApPYXVB 3TO MECTO 3/I0YMbILUNEHHUK MOXET JIerKO HaHecTu Bpes
nHpopmauumn. Ecnm  obBHapy)keHa yrposa, TO TMPUMEHSAIOT MeToAbl MO  0becreyvyeHuto
6e30nacHOCTY MH(opmaLuun. B faHHO cTaTbeli pacCMOTPEHbI Mepbl 3aLUTbl MHOPMAaLLUK.
KntoyeBble cnosa: MHpopMaLmoHHas 6e30nacHOCTb, MH(OPMaLWS, Yrpo3bl 6e30MacHOCTY.
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Abstract

Information is becoming a very important resource and begins to exceed even tangible assets in
importance. In connection with the rapid development of the importance of information in the
modern world, encroachments on information resources began to grow. A group of information
security tools was developed to prevent unauthorized access to it or its elements. This group of
tools is defined as the term "information security”. It should be noted that it is precisely the
preventive measures to ensure the security of information that are important, and not the
elimination of the consequences of these problems. In the course of his work, the developer may
accidentally make a mistake as a consequence of which a future vulnerability may be formed at
this point. Vulnerability is a weak point of a program or software; having discovered this point,
an attacker can easily harm information. If the threat came out deliberate, then there are methods
to ensure the security of information. This article discusses information protection measures.
Keywords: information security, information, security threats.
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BBEAEHWE

OaMH M3 caMblX  AMHAMUYHBIX,  CTPEMUTENIbHO  (POPMMUPYIOLLMXCA  PbIHKOB B MMPOBOM
9KOHOMUKE - PbIHOK WH(OPMALMOHHBIX TEXHOMOrMin. PacKpbiBaeTcAd CTeneHb BaXHOCTW UCCMef0BaHUA B
JaHHOW  cuTyaumm - cuna  MHMOPMALUMOHHBIX  TEXHOMOTUMA  NPOHWKaeT OyKBa/lbHO BO BCE  Cepbl
4eNOBEYECKON  [eATeNIbHOCTU:  MH(OPMALMOHHbIE  TEXHOMOMUM  BHEAPAIOTCA B MOBCELHEBHYH)  XKM3Hb
nogen, OGU3Hec-NpoLEeccbl KOMMAHWA 1 MexaHW3Mbl YMpaBieHus rocyapcTBoM. [OMUMO  TPafULMOHHbIX
MaTepuaibHbIX, MNPUPOLHLIX W  3HEPreTUYECKUX PecypcoB, B YC/MOBUAX YCMOXHEHUS WH(PACTPYKTYpbl
PbIHKa MH(OPMALMOHHBIX TEXHOMOMUIA, (HOPMUPYETCA eLLle OLUH CTPaTErMyecKunii pecype - Hhopmauums.

NHopmaums - 3TO yxxe CaMOCTOATE/IbHbIA aKTUB, M OHa [aBHO NpeobnajaeT Haf MaTepuasibHbIM
KanuTanom. 3HauuTeNlbHOE MOBbILIEHWE LEHHOCTU WH(opmauum TpebyeT BHUMATENIbHONO OTHOLLUEHMS K
3afaye ee  3aWMTbl  OT  MOCAraTeNbCTB.  3alWMTOA  MH(OPMALMM  3aHUMAeTCs  MH(OPMaLMOHHas
6e3omnacHocTb [1].

MpesynpexzaeHwe  BO3MOXHbIX — MH(OPMALMOHHbLIX  aTtak  obecreymBaeTcs  CreuuasbHbIMU
MeTofaMn W CpeAcTBaMu: OT TEXHWYECKUX CPeACcTB W MporpamMMHbIX O6ecreyveHuid, 40 HOPMaTUBHbIX
CpeACTB 3allnThl B BUAe AOKYMEHTOB, NPaBu U MepPONpUATUIA.

OCHOBHAA UACTb

PaccmaTpvBas  TepMUH  «MH(OPMaUMOHHAA  6e30MacHOCTb» B LUMPOKOM  MOHWMaHWM,  MOXHO
CKasaTb, 4YTO 93TO CpeAcTBa 3alMTbl MHGOPMaUUW, WAM Yalle BCEro - Trpynna CpeAcTs 3awuTbl
MH(opMaLmK, KOTOpble MpeAHasHaveHbl N8 NPefoTBPalleHUs HeCaHKLMOHMPOBAHHOIO [OCTyna K Held
WM ee BaKHbIM 3neMeHTaM [2]. BaXHO 3amMeTWUTb, UTO MpPaBWIbHbIM MOAXOAOM K CO3LaHUI0 CUCTEMbI
MH(OPMaLMOHHOA  6e30MacHOCTM  AB/SETCA  UMEHHO  MPUHATWE  MpefynpeauTenbHbiX — Mep Mo
06ecreyveHnio KOH(PUAEHLMABHOCTK, @ He YCTpaHeHve nocneacTauii 3, 4].

Lienb MoanguKaLmm nHhopMaLmmn BCNeACcTBYE BO3MOXHOI0 HapyLUeHUs 6e30MacHOCTH:

Puc. 1. Mogenb BO3MOXHOI TpaHc(opmaLmMmn MHhopmMaLmm
Fig. 1. The model of possible transformation of information

3NOYMBILLNEHHUKA  MOTYT  MCMOJ/Ib30BaTh  MOMYYEHHYHO  KOH(MAEHUMAbHYIO  UH(OpMaLUo  npu
HanucaHWM BMPYCOB. Hanpumep, OAWH W3 MNEPBbIX WMHTEPHET - yepBel wmaM Morris worm, KOTOpbIA Oblif
co3faH PobepTtom Moppucom, NCMob30BaT N3BECTHbIE YA3BUMOCTH 6e3onacHoCTH ans
pacrnpocTpaHeHuss Mexzay KommbioTepamu. B crefacteve 6bino mopaxeHo okosno 10% y3no0B ApnaHeTa,
npoToTMNa COBPeMeHHOro WHTepHeTa. o wuTOry O6biNM BBEAEHbI >KECTKME HOPMaTMBbI  KOMMbIOTEPHOW
6e3omacHOCTU. [laHHasA «3NUAEMUS» HarnsagHO MposBMAa  OMAacHOCTb MOJIHOTO  [JOBEPUS  KOMMbHOTEPHBIM
cetam [5].

B HacTosiLee Bpems MO [AaHHbIM KPYMHOrO MopTasia Mo TeMe KOpnopaTVvBHOM MH(opMaTM3aLmm
«TADVISER. lNocypapctBo. busHec. NT» B cTaTbe 06 yTeuke MH(opMaLun yKasaHo, 4To Poccus oguH
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M3 MUPOBLIX NNAEPOB MO KOMUYECTBY YMbILWIEHHbIX YTEYeK I/IHd)OpMaLI,VII/I - 79,7%. B a3tom Xe

VHTepHeT-pecypce OTMeYeHO, 4YTO OKONO 59% poccusiH 3aMeyasm CBOK MEPCOHaIbHYKO WMH(OPMaLuio B
CBO6GOAHOM [JOCTYNE XOTA Obl eAMHOX/bI [6].

YA3BUMOCTW U PACMIPOCTPAHEHHbBIE BUAbI YA3BVIMOCTEW

Mpyv pa3paboTke MporpaMMHOrO  OGecrneyeHUss MNPOrpPamMUCTbl  MOTYT  Ha  /lo6om  aTane
XM3HEHHOro umkna MO pgonycTuTb OWMOKY, KOTOpas B MOCMEACTBME CTaHeT YA3BUMOCTbIO [JaHHOM
nporpaMmbl. [MOABMBLUAACA YA3BMMOCTb MOXET MO03BOMUTL  3/1I0YMbIL/IEHHUKAM  3aBfafileTb  LOCTYMNOM K
(YHKUMAM ¥ [aHHbIM  CUCTEMbl. YCTOAYMBOCTb K  HECAHKLMOHWUPOBAHHOMY  [OCTyny, a TaKxke
npefoTBpalleHme  BO3MOXHOTO  MOSIB/IEHNA  YA3BUMOCTM  MporpaMmbl, — ob6ecrneuvBaeT  6e3omnacHoe
nporpaMmmnpoBaHme [7].

Jlobas nporpaMma Ha KOMMbIOTEPE - MPEAMoNioXUTENbHAA LeNb A9 3M0yMbIWIeHHUKoB. [anee
WX HasHayeHue - HaWTU YA3BMMOCTb WHMOPMALMOHHOM CUCTEMbI, BO3MOXHYK Yrposy 6e30nacHocTy,
Haxofslleincs B Hei WH(opmaumun. CyluecTByeT cCreuuanbHbil  OTKpbITbIA - cTaHgapT CVSS  (Common
Vulnerability ~Scoring System), npeAHa3HauyeHWe KOTOPOrO - OLEHOYHbIA  pacyeT  YA3BUMMOCTA B
6esonacHocTy MIC no 6annbHoit cucteme [8].

B craHpapte CVVS cyulectByeT cucTeMa METPUK, MO3BOMAIOWAA PasfennTb MPUOPUTETHI  ANS
UCMpaB/eHNs YA3BMMOCTEN, BCEro METPUK TPW, W KaXkAasd OTHOCWUTCA K OMNpeAesieHHOMY CMbIC/I0BOMY
pasgeny.

Puc. 2. MeTpurKu, pasgenstoLime NpuopuTeTbl HaL YA3BUMOCTAMU
Fig. 2. Metrics that share priorities over vulnerabilities

PaccmMOTpUM B TabuLe pacnpocTpaHeHHbIe YS3BMOCTY, KOTOPbIe NOABEpratoT yrpose
6e30MacHOCTb MHPOPMALMOHHBIX CUCTEM:

Tabnuua 1
OwmnbKK, cTassLLMe Nog yrpo3y 6e30MacHOCTb JaHHbIX
Table 1
Errors that compromise data security
Howep no OLwmnbKa OnwvcaHve oWwno6KN
nopagKy
1 SQL-koanHr Mpy pabote Cc 6asamyM  fJaHHbIX  HeobXoAMMO
yunTbIBaTb  YA3BUMOCTM, NPU  KOTOPbIX MPOUCXOANT
BHeJpeHue SQL B 3anpoc, Hanpumep,
«U3MEHUTL/[06aBUTb JaHHbIE, npwu aTOM

3/I0YMBILMIEHHWK ~ MOXET  MOMyYuTb  JOCTYynm K
NOKabHbIM ~ (pailinaM 1 BbLIMONHEHWUIO KOMaHA Ha
B3/IOMaHHOM CepBepe.

2 MepenoniHeHe 6ydepa Hekoe fBfieHVe, Mpu KOTOPOM 00beM WHKOpMaLuK,
3anMcaHHol B f4YeiiKy NamaTu, NpeBbILLaeT
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P Ownbka OnucaHne owmnBKN
nopaaKy

BbIAENEHHbI/, 4YTO B UTOre HAHOCMT BO3MOXHYHO
Yrpo3y faHHbIM.

3 ApuhmeTryeckoe Cutyauns, npu KOTOpPOM BCMEACTBME  KaKMX-1M60
rMepenosiHeHve apuMeTUYECKNX  [elCTBUMA  pa3mep  pesy/nbTara
MpeBbilUaeT  MakCMMasbHO  BO3MOXHOE  3HaueHue
nepeMeHHOIA.
4 CocTosHune roHkn | OwmnobKa, B pesynbTare KOTOpoWi paboTa
(KOHKypeHLms) npunoXeHns 6yfeT 3aBecMTb OT MOpsAKa YacTei
Koga. TakkKe K  [JaHHOMY  MOHATMIO  MOXHO
MPUMEHUTb TePMUH HeonpeaeneHHOCTb
napasnein3ma.
5 Cnabble naponu B 6O/MbLUMHCTBE CNy4aeB MO/b30BaTENIM He MpuAatoT

0cob60e 3HayeHue naponiaM, WCMo/b3ysa MpoCcTble WU
npesckasyemMble KOMOUHAL NN,

6 CokpbITre Tpagnka Pa3nnuHble 3awmngpoBaHHble TyHHenu B Buae Tor,
VPN 1 T.0. MOTyT CNYXWTb WHCTPYMeHTaMu [ns
COKpbITUA Tpadumka. Vcnonb3oBaHue [AaHHbIX

TYHHeseli MPUBOAMT K 3aHVKEHWIO CPeACTB 3alMThI.
7 HeynauHblli BblOOp | Kaxabli anroput™ wimndposBaHus OyaeT WMMeTb CBOU
a/iropuT™Ma LngpoBaHns MMCbl U MUHYCbl.  Heo6xoAMMO  MCMoNb30BaTh

CUMMETPUYHOE LMpoBaHMe B rpynne c
aCCUMETPUYHBIM.

B HacTodllee BpemMA  CMUCOK yHSBMMOCTeVI MONONHAETCA  €XEeAHEBHO, MNO03TOMY  yKa3aTb
abCoMTHO BCE W3BECTHbIE YA3BUMOCTM TMPOCTO HEBO3MOXXHO. BblLIJerIpVIBe,EI,eHHbIM CMNCOK yFI3BVIMOCTeI7I
BK/1HOYAET B Cebs camble nonynapHbIe OLLINOKMN, nocneacTBuAa KOTOPbIX MOTyT ObITb TparnvyHbIMN.

METO/bl 3ALLTbI OT OLLUMBOK U YA3BVMOCTEW

BaXHbIM 31€MEHTOM 3aWWTbl OT OLWMOOK W YSA3BUMOCTEW SBNSETCA MOCTOSHHBIA KOHTPO/b U
npoBepKa BXOAHbIX AaHHbIX.

PaccmoTpM OLWIMOKY, CBA3aHHYHD C MNeperonHeHnem Oydepa, HauIyylwynM BapuUaHTOM 3awuTbl OT
MPEBbILUEHNA BbIfeNIeHHbIX Pa3MepoB MamsATU - MPOBEPKa, UTO [JaHHble [eACTBUTENbHO HE MpeBbIaloT
06bemoB byepa.

B npoBepke HyXAdalTCcAa fJaHHble, KOTopble OyayT oTnpaBnAte B BJ, 414 3aWmMTbl OT araku
BHeapeHns SQL - kopa. OfHako, ecnv MpoOBOAWTL W3NMLIHEE YMCNO MPOBEPOK, 3TO MOXET YCNOXHWUTb
pa3paboTKy WUCXOQHOro Koja W MpMBECTM K HOBbIM OlwMOKaM. [103TOMy, CTpaTerntd KOHTPONs W
NPOBEPKN JaHHbIX CNefyeT COBMELLAThb C ApYTUMU CTpaTernsmMm.

KoMnunaTopbl TOXe MOryT BbICTYMaTb B KayecTBe pas/IMyHbIX MeXaHW3MOB [ANS  3aluTbl  OT
yassumocTu. Microsoft Visual C++ - KoMnuAaTop, npefHasHayeHHbIM Ans pa3paboTKM Ha f3blke C++,
MO3BOJISAET eLLe HAXOAACh Ha 3Tane KOMMUAALMM NPOBEPUTL AaHHbIE HA apUMETNYECKOE MePENoiHEHNe.

B nomowb KOHTPO/MKO npolecca WCMOMHEHUA MpOrpaMMbl  MOXeT BCTYNUTb U OnepalyoHHas
cuctema. CyLlecTBYeT crieuuasbHag TexHOMorMs paHAoOMM3aLMn  CXeMbl  afpecHOro npoCTPaHCTBa, OHa
MOXeT OblTb MNPUMEHMMa B TeX C/Ay4asx, KOrga WCXOAHbIA KOA HeusBeCTeH. [laHHas TexHOMorus
npesoTBpaLLaeT 3anycK Npon3BOIbHOrO KoAa.
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3AK/TIOYEHWE

B 3aknloueHMe MOXHO OTMETUTb, 4TO o0becneyeHne WHHOPMaLMOHHON 6e30MacHOCTN  ABNSETCA
BaXKHOW 4acTbto paboTbl Haf NPOrpamMMHbIM MPOAYKTOM M NpU pa3paboTKe NPUAOXKEHWIA, NPOrpamMMHbIX
06ecneyeHnini 1 MHHOPMALMOHHBLIX CUCTEM YAENAT HEMA/IOBAXKHOE 3HAYeHMe YA3BUMOCTAM. [puHATO
cumTatb, 4TO BO M30eXaHMe OWMOOK K NOTEPb [AaHHbIX Heo6X0AMMO MNPOBOAMTL TLATENbHbIA aHann3
BO3MOXHbIX ys3BUMOCTel. OpfHako, He CTOMT nonaraTtbCAd TOMbKO Ha OAWMH Crnocob 3awmThbl, Bcerga
Heob6X0AMMO PYKOBOACTBOBATLCA CrlyvyasMW B KOHKPETHOW CuTyauum W AeiAcTBOBaTb  KOMMIEKCHbIMU
nogxofamu, cnefyet M3yunTb Haubonee omnacHble YA3BMMOCTM WM ObiTb FOTOBbIMM K BO3MOXHOI aTake,
€CNM  3M0YMbILLSIEHHUKAM  BCE )Ke  YAafioCb  HapywuTb  npouecc  6e30nacHOCTM - HeobXxoAuMo
3a(hMKCMpOoBaTh CyYaii YA3BMMOCTM, YTOObI N36eXKaTb X B Aa/IbHENLLEM.
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