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AHHOTauusa. B ycnoBumsax yCUIMBAIOLLMXCA CaHKUMOHHBLIX Mep K Poccuiickoil defepauyn €O CTOPOHBI
3anafHbIX CTpaH B OTHOLUEHWW TeNeKOMMYHMKALMOHHOro, annapaTtHoro W nporpaMMHOro obecneyeHus,
orpaHuyeHns TpaHcrpaHnyHbIx yenyr Big Data, a Takke yxofa ¢ pOCCUIACKOro pblHKa OCHOBHbIX BEHLOPOB U
noctasLimkoB ans LIOA n CX/[, BO3HMKAET NOTPEOHOCTb OLIEHUTb HE TO/IbKO BO3MOXHOCTU UMMNOPTO3aMELLIEHNS]
annapaTHO-NPOrpaMMHbLIX KOMI/IEKCOB BUAEOAHAIUTUKIA, HO MU HEO6XOAMMOCTb KOHCONMAMPOBATL Hay4HO-
060CHOBaHHbIE NPeS/IoKeHNs Mo NpasuiaM ee NpUMeHeHus. Lienb nccnefoBaHUs 3ak/Ho4aeTcs B OnpeseneHnn
BO3MOXHOCTEW 1 NpaBu/ NPUMEHEHNS| BUOMETPUYECKOI B1AEO0AHANIUTUKIN B TOCCEKTOPE U BU3HECE, BbISBIEHUN
NPO6/IEMHBIX MO3ULWIA, CAEPXKMBAIOLLMX MPOABVXEHME BUAEOAHAIMTUKM Ha OTEYECTBEHHOM CErMEHTE pPbIHKa
WKT. B pesynbTaTe MNpOBELEHHOr0 WCCNEA0BaHMA YCTaHOBMEHbI MpaBiia MNPYMEHeHNs BUOMETPUYECKON
BUJE0AHIMTUKN B TOCCEKTOpPe A1 33fad  (hefepasbHOro 3HayeHWs npu  aKcnayatauuy  annapaTtHo-
MporpaMMHOro  Komrekca «be3onacHblii ropof», a Takke npaBWia MNPUMEHEHNUs  GUOMETPUYECKON
BUAeOaHIMTUKN A1 6usHeca. ChenaH BbIBOA: O AOMUHMPOBaHUW TexHonorum CKY/[, meTekumn OBUKeHWS,
0030pHOI0  BMAEOHAOMOAEHNA AN OW3HEC-pelLlieHunid; O npeobnafaHMn 0630pHOI  BUAEOPErMcTpaLmu,
61oMeTpUM, MOBEAEHYECKOA aKTVBHOCTM, pacro3HaBaHWs HOMEPOB TPaHCMOPTHLIX CPeACTB M AeTeKuun B
roccekTope. PesynbTaTbl UCCNef0BaHNS BHOCAT BK/IaZ B KOHLENLMIO (DOPMMPOBaHMS OBLLMX NPaBul U HOPM A5
BCEX CUCTEM BWEOAHANUTUKM, MOTYT ObITb MCMOMb30BaHbl TK 164 «l/CKYyCCTBEHHbIA MHTENNEKT [15 Pa3BUTUS
NnHelikn ctaHaaptoB FOCT P 59385-2021.

KntoueBble cnoBa: BWUAeOAHA/IMTUKA, GMOMETPUSA, NporpamMHoe obecrneyeHvie, BEHLOPbl, HOPMATUBHbIE
[OKYMEHTbI, FOCYAapCTBEHHbI CeKTop, 6U3HeC

Ona untuposaHua: Asapos B.I., YUynpuHa M.B. 2022. Bo3MOXXHOCTV 6MOMETPUYECKOW BUAEOAHATUTUKM
1 npaswna ee NpUMeHeHNs. SkoHoMUKa. NHopmaTrka. 49(1): 169-177. DOI 10.52575/2687-0932-2022-49-
1-169-177

The possibilities of biometric video analytics and the rules
of its application

Vyacheslav G. Azarov, 2) Marina V. Chuprina
1) Autonomous non-profit educational institution of higher education «Siberian Business and Information
Technology Institute», 196/1 24th Severnaya St, Omsk, 644116, Russia
2 Autonomous non-profit professional education organization «Omsk Academy of Economics
and Entrepreneurship», 13 Komarova Ave, Omsk, 644112, Russia
E-mail: west_55@inbox.ru; marinachup@yandex.ru

Abstract. In the conditions of increasing sanctions measures to the Russian Federation on the part of
Western countries regarding telecommunications, hardware and software, limitations of transboundary
services Big Data, as well as care from the Russian market of main vendors and suppliers for the data center
and storage, there is a need to evaluate not only the possibilities of importing hardware. Program complexes
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of video analytics, but also the need to consolidate scientifically based proposals for the rules of its
application. The purpose ofthe study is to determine the possibilities and rules for the use of biometric video
analytics in the public sector and business, identifying problem positions that restrain the promotion of video
analytics on the domestic segment of the ICT market. As a result of the study, the rules for the use of
biometric video analytics in the public sector for the tasks of the federal value during operation of the
hardware and software complex «Safe City», as well as the rules for using biometric video analytics for
business. The conclusion was concluded: about the dominance of the technology of akud, movement
detection, overview video surveillance for business solutions; On the prevalence of review of the video
recording, biometrics, behavioral activity, recognition of vehicles and detection in the public sector. The
results of the study contribute to the concept of formation of general rules and norms for all video analytics
systems, TC 164 «Artificial Intelligence» can be used to develop the line of standards GOST R 59385-2021.

Keywords: video analytics, biometrics, software, vendors, regulatory documents, government sector, busi-
ness

For citation: Azarov V.G., Chuprina M.V. 2022. The possibilities of biometric video analytics and the rules
of its application. Economics. Information technologies. 49(1): 169-177 (in Russian). DOI 10.52575/2687-
0932-2022-49-1-169-177

BBegeHune

BupapeoaHannTmka MMeeT HECKONbKO OTAMYa W MXCA APYTF OT Apyra onpefgeneHunili, 4To MOX HO
CpaBHWUTL Ha Nnpumepax onpegeneHuns [Ca3oHoBa, benob6bpblknH, 2021] n apyrux mcrtroyHmnkos34. B
obuWwemM MOHMMAHUKN CYWHOCTb BUJeOaHAaNUTUKN BKNIO YaeT B ceba annapaTHble cpejgcTBa M NpPo-
rpamMmmHoOe obecnevyeHne Ha OCHOBEe MCKYCCTBEHHOTNO WHTenNnekTa, NoO3BONA UL ee UAEHTUNHULUUPO-
BaTb M onuncaTb 06beKT Habntw geHna.

BO3MOXHOCTM BMAeOaHAaNTUMTUKNW MU OCOBEHHOCTM 3KcNnAyaTauwuum 3aKpenneHb MeXAYHapof-
HblM cTaHpgapTom EBponelickoro cotw3a ONVIF (Open Network Video Interface Forum), ctaHpgap-
TomMm RFC 7826/RTSP OpraHunsauumm OTKPb TblXx cTaHpgapToB IETF (Internet Engineering Task
Force), oTeyecTBeHHb M cTaHpgaptomMm FTOCT P 59385-2021, MeTOAMYECKUMMU peKOMeHJaLMAMMU
P 78.36.030-2013. OTAaenbHble acnekTb paccmatpuBatww T FTOCT P 51241-2008, ®3-16 «O TpaHC-
nopTHOW 6esonacHoCTu», ®3-123 «TexHMYeCcKNN pernameHT o TpeboBaHMAX NoXapHoi 6Geszomnmac-
HOCTWU» M fpYyrne HOPpMaTUBHbLI e JOKYMEHTb , Hanpumep, Mpukas M BJ Poccuu N 1092, pernamedt-
TUPY W MIA NPpUMeEHEHNE CUCTeEM BUJeONAEGHTMHMKALMUMN Ha OBGbeKkTax CNOPTUBHOW MHDPAaCTPYKTY -
pbl. Mpu opraHumsauum M T-cucTemM Ha OCHOBe GMOMETPUYECKON MAeHTU D MKALUN cnefyeT TaKXe
Yy4yuUTb BaTb HOPMAaTUBHBLI e akKTbl @ CTIK, Kak perynatopa OpraHm3aulMOHHBIX U TEXHUYECKUX Mep
nNo 3al,MTe NepcoHaNnbHbL X AaHHbL X, a TakXe PernameHT O 3al,MTe NMepcoOHaNbHb X JaHHbL X EBpo-
neickoro cotwsa GDPR (General Data Protection Regulation) n ® 3-152 «O nepcoHaNbHbl X JaHHbBI X».

OpfHako B cpefgcTBax MaccoBOW MHPOpPMALNUM, HAYUYHB X Ny6numkKkaymax oTAenNbHbl e HanpaBie-
HUA NPpUMEeHeHMA BuMAeoaHaNUMTMKu (B NepByl ouvepefb, 6MOMETpPMYECKOEe pacno3HaBaHWEe) U ee
HopMaTuWBHO-NpaBoBasa 6a3a nojgBepraeTca KpMTUKe U, cneposaTenbHo, TpebyeT 6onee TW aTeNbHO-

r0 M3y4YyeHMs MU KOHCTPYKTUBHOTO AManora mexyagy BnacTbt, 3aKOHOM, 6M3HECOM U MYHOCTbLIO .

MaTtepuanbl 1 pesynbTaTbl UcCea0BaHN

[ToccekTop

AHanus onpepgeneHnit TOCT P 59385-2021 «M HDOPMALUOHHBI e TEXHONOTUU. N CKYCCTBEHHBI i

MHTeNNekKT. CuTyaunoHHad BujgeoaHanmTuka. TepMUHB W onpejeneHna» NokKa3blBaeT, cTaHJapT umeer

3 BugeoaHanMTuKa, TepMUHbI, Chepbl NpuMeHeHWs, TexHonmorn Video Content Analysis. 2020. URL:
https://Mmww.tadviser.ru/mdex.php/Cratbs: BuaeoaHammnka, (TepMyHbI,_Cepb! NMPUMEHEHWS, _TEXHOMOTAN) (para
o6patueHus: 10.03.2022).

4TOCT P 59385-2021. MHHopMALIMOHHbIE TEXHOMOMMW. VICKYCCTBEHHbIA UHTENNEKT. CUTyaLMOHHas BUAEO-
aHarmTVKa. TepMyHbI 1 onpegeneHns. [arta seegeHus 01.09.2021.
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B CBOEN TeKCTOBOW YacTW JOMMUHUPYO W MEe ONpejeneHns, NOHATUSR, KNacCUP UKALMNOHHBIE NPU3HAKN,
nogxofAauw e ANA NPUMeEHEHNA BUAeOAaHANUTUKN B TOCYyAapCTBEHHOM CeKTOpe M B YaCTHOCTM Ana 6uno-
MeTPpMYeCcKOro pacno3HaBaHMa AuLly, pybex Horo KoHTpona u getekuymun. TOCT P 59385-2021 nonHoO-
CTbi0 COOTBETCTBYET CyW ecTBYW W UM pell eHNAM, AeACTBYlO W UM B pamMKax pefepanbHOR MHULNATHKBEI
AN K «besonacHbl i TopoA», TpPaHCNOPTHOW 6e3onacHOCTUS, ANA CUNOBLI X BEAOMCTB U CTPYKTYp, ANns
opraHusaumnii, ocyu ecTBnalO W NX [eATeNbHOCTb B 06n1acTM OMacCHbIX MPOM3BOACTBEHHbBIX O06GbLEKTOB
(®3-116 «O NpoOMblIW NEeHHON 6e30NAaCHOCTN ONACHbLI X NMPOW3BOACTBEHHBLIX 06bekKTOB»). O6UW af Knac-
cmpurmkKkauma cucTemMbl BUAEOaHANUTUKWN TpakKTyeTCcd C TOUKWU 3pPeHMA TOX AECTBEHHOCTM OTMEUYEHHBl X
ob6nactell NnpuMeHeHUSN, rge cornacHo 4. 2 c1. 11 ®3-152 «O nNepcoHaNnbHbIX AaHHbBIX», MOXET Gbl Tb
NPUMEHEHO pacno3HaBaHWe CYy6beKTOB NepcoOHaNlbHb X JaHHBIX U TPAHCNALUA NEePCOHAaNbHbLI X AaHHBI X
BO BHelW HMe xpaHuanwa 6e3 cornacma Ha mux o6pab6oTKy. TakumMm npaBamMum HafeneHb pPermMoHanbHbl e
LeHTPb 06paboTKM AaHHbBIX (LOA) M EAVMHbBIA LeHTP XpaHeHWAs M 06paboTKM AaHHB X (r. MockBa) u
permoHanbHble LeHTPb cy6bekToB Poccuitckoih ® egepaymn, paboTatou,ne B KoHuenyuum Smart Polic.
TOCKONbKY AOCTYN K MHTeNNeKTyaNbHbIM KamMepamM W apXuBHOMY Bupgeopsapgy mmerwwtT MBAO, MUC,
Apyrve rocyjapcTBeHHb € BeJOMCTBaA, a TakXe CNYyXO6bl FOPOACKOTO ynpaBfNeHUA, TO YCNOBHO, CTaH-
LapT onuWcblBaeT BCEro MW b BO3IMOXHOCTM aHaNMUTMYeCKUx cuctem roccektopa. AMK «besonacHbl i1
ropojg» BKN 4YaeT B CBOW cocTaB BUAEOAHANUTUKY NPUPOAHbBI X, TEXHOTEHHb X, 6MONOT0O-coOLMaNnbHblX
yrpos, yrpos obu ectBeHHOW 6e30MacHOCTU, NO3ITOMY BO3MOXHOCTM MHTErpaumym NOKaNbHbIX NOJCK-
CTeM BUEOAHANUTUKN PerNOHaNbHBIX U MYHUUNNANbHbB X CY6ObeKTOB 3HAYNTENbHBI.

OTpenbHO cnefyeT OTMeTUTb pa3BUTMWEe CTaAaLMOHAPHbLI X CUCTeM 6GUOMeTpUYEeCKOH BMAeoaHa-
NUTWKN Ha o6bekTaxXx NeHWTeHUMapHONW cuctembl [KapabanHoB, AnekcaHpgpoBa, 2022] 1 MOGUNbHBI X
Ha ocHoOBe 6eCNUNOTHBLIX NeTaTeNbHb X annapaToB, 0OfHAaKO NOo MHeHUtw [Koponesoi, 2020], 3aKo -
HOAaTenNnbHO He pelW eHb BOMPOCHLI HOPMATUBHOINO PerynMpoBaHMd NPU NOANYYEHUUN U Nepepavye MUH-
hopmayuumm, cogepxal, el nepcoHanbHbl € fJaHHbBI € OCYX fJ€HHOTO, B 4aCTHOCTW ero Bmpgeomnsobpaxe-
Hne, NOCKONbKY B yupexfjeHnax YMNC npumeHAatw 7TCq YeTblpe Tuna CUCTeM MeHTMHMUuKaymm 6mMo0-
MeTPMYECKNUX NepCoOHaNbHb X JaHHbL X YenoBeKa, a UMEHHO NO PUCYHKY OTneyaTKoOB nanbles, na-
pamMmeTpaM nuua, pagyXHoim o60n104YKM rnasza M ceTyaTku rnas3 [OHWW eHKO, 49]. MpuMeHeHUEe Tex-
HMYeCKMX CpeAacCTB pernamMmeHTUpyeTcs Y rTonoBHO-UCNONHUTENbHbB M KojekcoM Poccuiickoih depe-
paymun, ® efepanbHblM 3aKOHOM 0T 15.07.1995 No 103-®3 «O copjepxaHuuw nog cTpaxeill nopgospe-
BaeMbl X U 06BMUHSAEMbI X B COBEpPW eHUN npecTtynneHumin» (ct. 34) m 3akoHom Poccuinckoih ®epepa-
ummnm o1 21.07.1993 Ne 5473-1 c1. 12, 13 «O6 yuypexX geHMWAX U OopraHax, MCNONHAW W MNUX YTONOBHDbLI e
Hakas3aHWs B BUfe NUWeHNA cBobGopgbl ». NMO3ITOMY ANA NPpUMeHEeHUS 6UOMeTpPUYEeCKOW BugeoaHanm-
TUKN B [eATeNbHOCTW OPraHoB M YyUYpPeX AEHUW YronoOBHO-UCNONHUTENbHON cucTemb TpebyeTcs
BHeCeHWEe AONONHEHWUIW B YronoBHO-NpoLyeccyanbHOe 3aKOHOA4AaTeNbCTBO.

Ha3oBeM OTAEeNbHb € MHULMATUBLI, CBA3AHHbBIE C BHegpeHUeM 6uomeTpunyeckoih BmgeoaHanm-
TUKW B rocypapcTBeHHb 1 cerMmeHT. Tak, B pa6ote [ConoBbeB, ® eknuH, 2019] paccMoTpeH NMNAOT-
Hbli MpoekKT Mo 6MOMETPUYECKON OLEHKE YAOBNETBOPEHHOCTN rpax gaH ycnyramum M o L. MpoekT
nnaHmpyeTcs pennmuupoBaTb Ha Bce M ® Ll Poccuiickoit depepauun. CnepyeT TakXe OTMETUTH
aKTUBHOCTb pa3paboToOK 6GMOMETPMYECKUX NPOEKTOB B 06n1acTu MeagULUHB U dhapMayueBTUKMN 1
OLPYTMX TOCYAapCTBEHHbBI X CeKTOpax.

Pa3paboTky anmapaTHO-NPOrpaMMHbB X KOMMNNEKCOB AN 6MOMETPUYECKON BMjeoaHanMTUKN B
roccekTope BeAyT cnefjyt W mne oTeyecCTBEeHHb € BEHAOPbL WM MHTerpaTopb : ISS, Vocord, M acroscop,
Napra.BunpgeocepBep, BupgpeonHtennekt n apyrne [Ca3oHoBa, benob6pblkuH, 2021], NtechLab [[y-
ceHkoBa, 2021], ogHaKo AOCTaTOYHO W MPOKO NPUMEHA TCA U 3apybeX Hbole pell eHUA, TEXHONOTUMN
MW NPOTOKONBI .

B cnuckax TUNOBbL X pPell eHUW NPUCYTCTBYI T CUCTEMbl C NCNONb30BaHWEM TPEBOXHBI X TPUT-

repos, 6MomMeTpuuecKoe pacnosHaBaHMe (GM3NYECKUX UL, pacno3HaBaHMe HOMEPOB TPaHCMOPT-

5MocTtaHosneHve MpasuTenscTBa PP o1 26.09.2016 1. Ne 969 (peg, ot 17.04.2021) O6 yTBepxaeHmM Tpebo-
BaHMIA K (hyHKLOHaMbHBIM CBOVCTBAM TEXHWMYECKUX CPeACTB 0BecneyeHns TPaHCMOPTHOW Ge3onacHocTy u Mpasun
06s3aTe/NbHOM ~ CEpTUdIMKALMN  TEXHUYECKMX  CPeACTB  OGecneveHMst TPaHCMOPTHOM — GesomacHocTn.  URL:
https://docs.cntd.ru/document/420377376 (nata obpatieHust: 10.03.2022).
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HblX CPpeACTB, MOHUTOPWHIAa Ha TpaHcnopTe M AeTeKkuun. Hanpumep, B M OoCKBe BO BpPeMs NaHAeMunu
hyHKLUMOHMpPOBaNno 178 TbiC. Kamep, B 3ajfa4yum KOTOPbL X BXOAWNO BblABNEHMWE Hapylw eHUi ob6a3a-
TeNbHON caMON30ONAUNMN OTAENbHbLI X FTpaxXxpgaH, Npu 3ToM B JIOHJOHEe KONMYEeCTBO KaMep BUJeOHa-
6nto geHna coctaBnaeT nopagka 420 Teic. [PapocTteBa, 2021]. Bcero e, no gaHHb M [Ky3bMuH,
MonoBumHka, 2021], no cocToAaHMI Ha 1 auHBapsa 2021 r. B r. MockBe MHTerpupoBaHo 200 209 Bwu-
LeoKaMep BblCOKOFO pas3peweHnda, M3 Kotopblx 197 113 Bugeokamep yctaHoBneHbo B Mockee, 3096
BUAeoKaMep - B M OCKOBCKON ob6nacTtu.

B annapaTHoM of6ecneyeHuun BuageocepBepoB npeobnapgatw T 3apybex Hble nNnatThopmMbl, HO
paccmaTpuBaw TCA M aNbTepHaTMBbL Ha OCHOBe apxuTekTyp MultiClet, KVARC, MALT, Leonhard
MW Apyrumux. Hanpumep, npu mmMnopro3aMelw eHMU MOXET UCNONb30BAaTbCHA POCCUINCKNIA NnporpamMm -
Ho-annapaTHbI i KOMNNEKC CeMaHTUMYECKUX BUJeOoCepBepPOB C NMOAJAEPX KON anropuTMoOB Mal MHHO-
ro o6yyeHums Ha ocHoBe CHK 1892BM 248, opraHm3oBaHHbL 1 Ha 6a3e npoueccopoB ELcore [bBendes
m ap., 2020]. CnoxHee 0o6CTONT CUTyauuna C TENEKOM-CEKTOPOM U OTAENbHbLIMWU pelwleHnamMun A
LOA. MpuoctaHoOBUAW CBOKW pfesaTenbHocTb B Poccum HP, Cisco, Intel, AMD, IBM, IFS, Nvidia,
SAS, Pure Storage n gpyrme nocrasl UK#K.

Bnomerpnyeckas BupgeoaHanumTuka [ANA roccektopa nopjgBepraeTcs KPUTWUKe NO HECKONbKUM
HanpaBneHunsam. B nepByt oyepeAb, pedYb MAeT 06 opraHnMs3aLlMOHHOM acnekTe LEHTpPalM30BaHHOTO ne-
pesanycka no Bcei Poccum cucrtem ropoackoil 6e3omacHOCTM, a TakxXe co3aHne efUHON NnaT@opM bl
Big Data Ha Tepputopumn Poccuimckoin ® egepayumnm gna arperagymm n o6paboTkKm gaHHbL X. M pu 3aTOM 0T-
Meyarw TCA PUCKM MOHONONM3aLWKM pPblHKa oboOpyfOBaHMA ANA TOPOACKUX cuctem 6. Bo BTOpyt oue-
pefb, cnefyeT OTMeTUTb NpaBOBble KONAM3UN, BO3HMWKAI W e B yacTu yrpos npasam u cseobogam nAuny-
HocTW. Tak, pelWl eHNs CYLOB NepBOW M KacCaLMOHHOMN MHCTAHUMWIA B yacTum onNnpepeneHunih No MCKOBLI M
3aABNeHNAM O 3anpeTe UCNONb30BaHMA CUCTEeMb pacnos3HaBaHMA NUL Ha Kamepax FTOPOACKOro BUJeoO-
Habnw feHnsa, TOProsbl X KoMnaekcax (Kak 0693aTeNbHOrN0 KOMMNOHEHTA BUAEOAHANUTUKN B pamMKax aH-
TUTEPPOPUCTUYHECKNUX MEpPONPUATMIH) W B3bICKAaHMUM KOMMNEHCcCauuMm Bpejfa OCHOBBLI Bal TCA Ha cTaTbe
12 ® epepanbHoro szakoHa o ® 3-144 «O6 onepaTUBHO-PO3bICKHOW feATENbHOCTU», YTO aBTOMAaTNUYECKHN
ocCTaBNfAeT UCKW PuM3nyecKkux nuiy 6e3 yjoBneTBOPEHNSA, 4TO, MO MHEHUI pAfa UCTOYHUKOB, TOBOPMUT O
cyu ectBoBaHMM yrpo3 npaBsamM u cBo6ojgam uyenoBeka B yCcnoBusax rnoGanbHo umdposwmsauumm 7,s.
Ocobblii MHTepec NpefCcTaBANA T Ny6AMKaymum o 6MOMETPUYECKON aHAaNNTNKeE KAK MHCTPYMEHTe MaHMU-
NynnpoBaHWA 4YeNOBEKOM, KOHTPONA 3a ero noBejgeHnem, Nno MHGopmaLuum NCTOYHMKAY, ToBOPUTCA O
pasMblBaHUW MOPanbHO-3TUMYECKUX HOPM U (GOPMUPOBAHUMU KYNbTypbl CNEeXKWU cCpeaun eBponenckoro
coobu ectsa, OTCYTCTBMUM NMUYHBIX FpaHWL, a TaKXe ONblTa HalMOHANbHbLIX M YaCTHbLI X UHULMATUB NO
OrpaHWYeHW HapylWweHUW YenoBeYECKOr0o AOCTOMHCTBA M aBTOHOMMWWU NAUYHOCTU, CBA3AHHBLIX C TO-
TanbHbIM 6MnomMeTpuyeckum Habnw geHmem. B pa6ote [KoTnaposa, bab6aes, 2015] roBoputcsa, 4To ucC-
nonb3oBaHMe cpefCcCTB BUAeOaHAaNMTUKN MNWU aHanumsa nosefeHNs 3acTaBNAaeT NTMYHOCTbL YYBCTBOBATH,

UTO OHa HaXxoAMTCA Nofj Habnw feHUEeM W, CNefOBaTENbHO, YU eMNAeT eé HE3aBUCUMOCTb.

BusHec

Ons 6u3Heca W ero (GYHKLMOHANbHBLIX COCTaBNAKW WUX TEPMWUH «BuUJeoaHaNnuTukKka», nNpeg-

cTaBneHHb W B TOCT P 59385-2021, He faeT NMONHOTO npefgcTaBAneHWa o TpeboBaHMAX K cepTudu-
Kauumum nm numueHsnmposaHum NO (nporpammHoe obecnevyeHne) BupgeoaHanntukm n CKY I (cucTtem bl
KOHTpPONS AocTyna) MU3NUYECKUX AUL U UX GUOMETPUU, HET NMOHUMAHMUS NPOLEJYPHBIX PYHKUMI,

HOpPpMaTMUBHO-NpPaBOBbI X yKa3aHl/ll7l B 4YacTu npasun wu NONHOMOYNIKA MCNONbL3OBAHUA TEXHONOTWI

6 «be3onacHbIin ropoay» noagepres pasdopy. 2021, URL: https:/mamw.kommersant.ru/doc/5089966 (nata o6-
paueHma 10.03.2022).

7LLyBanosa M. 2020. URL: https://mwww.kommersant.ru/doc/5089966 (pata obpatieHus 10.03.2022).

8 EmembsiHeHko B. 2021. CIM  rotoBuT «LindpoBoii  Komekc npaB  uenoBeka».  URL:
https://rg.ru/2021/09/05/spch-gotovit-cifrovoj-kodeks-prav-cheloveka.html (gata o6patueHuns 10.03.2022).

9 CaposHyKoB [.B. 2021. [OyCTaHLUMOHHOE pacro3HaBaHve /H0Ael B PEXXVIME PeabHOro BpeMeHM: Mosuums
MeXyHapOAHbIX OpraHM3aLuiA 1 3KCMepTHOrO COOOLLECTBA, /yuLliMe NPakTVKA MPaBoBOro Pery/MpoBaHus 1 rpaso-
MpYMeHeHMA URL:
https://zakon.ru/blog/2021/11/18/distancionnoe_raspoznavanie_lyudej_v_rezhime realnogo_vremeni_poziciya_mezhd
unarodnyh_organizacij_i_ (gara obpaieHuns 10.03.2022).
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npeHTHNOmMKayumm 6MOMETPUYECKNX MapaMeTpoB CY6BbeKTOB NepPCOHAaNbHBI X JaHHbB X, OTCYTCTBYW T
NPpeeMCcTBEHHOCTb CTaHAgapTa c foOKyMeHTaMmun ® CTI3K.

OCHOBHBIM ChepXMuBatw W MM GakKTOPOM N8 WMPOKOTFoO NPUMEHEHNA BUAeOaAaHAaNUTNKN B OBU3-
Hece ABNA TCA BOMPOCH KOHPMAEHUMWANbHOCTU YaCTHOMN XM3HW, TaK Kak BO3MOXHb 3710ynoTpeo-
nNeHns N 3aTaX Hole cypaebHble npouyecchb 10. BoiXXmagaTenbHble NOo3nymMmn 6M3Heca OCHOBAHBL M Ha
NPUCYTCTBUMU B 3aKOHOJATENbCTBE W PUANYECKNX KonNAM3ui. Hanpumep, 6yayT Anm aABAATbCA 06-
NayHble BUJEOAPXUBL MHMPOPMALWOHHBI MU CUCTeEMaMMW NePCOHAaNbHbLI X JaHHbB X? Tak, pasbfAcHeHMA
® CTOK no BonpocaM OTHeceHWs POTO-, BUJLEOMU306PaAaXK eHUIN K GUOMETPUYECKNUM NEPCOHANbHLIM
LAHHBIM U ocob6eHHOCTel MXx 06paboTKNM FTOBOPAT O TOM, YTO poTorpaPumsa M BUNAEeO3aNnUCb, KOTOPbLIE
NO3BONAKT YCTAHOBUTb NUMYHOCTb, OTHOCATCHA K NMepcoHaNbHbLIM gaHHb M1l cT1. 152.1 TK P® OTHO-
CUT M306pa>x eHMe K NepcoOHaNbHBIM AaHHbB M M HanpaMmMyl 3anpew aeT MCNONb30BaHUEe M3obpaxe-
HUS (3a UCKNIO YeHUEeM cnyyaeB, onNMCcaHHbL X B cT. 152.1 TK Pd ). MpuBefeHHb e HOPMaTUBHbLI & ak-
Tl He pa6oTal T ANSA TOProBbl X 3aN10B W MHbB X MOMelW eHUW opraHmsaymii, peannsyto u ux ToBapsbl,
pa6boTb 4 ycnyru notpeburtenam. OcyuwecTtBnfsemas B HUX poOTO- M BUJeOoCbeMKa JonyckaeTtcsa 3a-
KOHOM Poccuiickoih ® epgepauuum o1 7 dpeBpand 1992 roga N 2300-1 «O 3auwmTte npaB notpebute-
nNell», rapaHTupytw W MM NpaBo N 60ro noTpebUTeNns Ha NoONyyeHWe HEOGXOAMUMOMN MU AOCTOBEPHOM
MHpopmaumm o6 marotoBnuTene (MCNONHUTeNne, npojaBLue), pexmume ero paboTbl U peanmnsayemMbl X UM
ToBapax (pa6oTax, ycnyrax)12, a Takxe ®3-144 «O6 onepaTMBHO-PO3bICKHOW AEATENbBHOCTMUX».
B yacTu nocnegHero cnegyetr oTMeTUThb HeOoO6GXOAMMOCTb NMOAAEPX KN 6M3HECOM OMEepPaTMUBHBIX Me-
ponNnpuAaTMiA, CBA3aHHbBLI X C HEOOGXOAMMOCTbI aHanui3a fJaHHbBI X 06 o6bekTaXx onepaTMBHOIO MHTepeca
c popmMmpoBaHMEM 3NeKTPOHHOTO AOCbe U BblABAEHMWEM LWGBPOBBLIX CNEeJjOB, YTO BO3NaraetT Ha 6uM3-
Hec GuWHaHCOBbLIe oOo6GpemMeHeHMWSN, CBA3aHHbIe C HeOBXOAMUMOCTbI pacw MpeHnsa nNporpaMmMmHO-
TEXHMWYECKNX MOLW HOCTEN.

JononNnHWTeNbHbBIM CAepXWBaw W MM GakKTOPOM ABAAETCA OTCYTCTBUE NPAMbB X MeXaHWU3IMOB
cepTMudhumMmkauumm Ha oTKazoycTolhumnBocTb Big Data Ans XpaHeHMWS BUJEOApPXMWBOB B YCNOBNUAX Freono-
Kayumu Bupgeopsaga Kak Ha Tepputopum Poccuilickoit ® egepaunnm (AHpgekc, Mail.ru Group, PocTene-
koM, BaHk Poccuwnu, MerapoH), Tak MU BO BHewWHUX xpaHuaumwax (Amazon, Microsoft, Google,
Alibaba n IBM ). U MeHHO ¢ 6aHKOBCKOW chepoit m Big Data cBA3aHb HaumbGonee M3BECTHbLIE NPOEK-
Tl BTBE, C6epbaHka, TuHbKOGD G BaHk mu apyrux. U ecnm ceptudmkayma permoHanbHb x LO A no-
nagaet nopj topucgukyumiw FOCT P 58811-2020 m TOCT P 58812-2020, HO B cBOeM 6O0NbW MHCTBE
cepTmepuumpyetcs no Tier, To cepTudpukaums Big Data B BUAY apXUTEKTYPHbIX 0COGEHHOCTeN u
reorpapMmyecknx KoopaAMHAT KnacTepoB nonafjaeT Noj OTBETCTBEHHOCTb M CepTUuPMUKaLUNIO CTaH-
paptos TIA-942, EN 50600, ISO/IEC TS 22237. Kpome TO0ro, oTcyTcTBYeT pernameHT gnqa real-
time n remoted aHanMTUKNW Buageopajga.

B ycnoBuMsAsX CaHKLMWOHHBIX Mep K Poccuiickoin ® egepaumum BUAMTCH Npob6NeMaTUUYHBIM Npu-
MeHeHMUe cpepacTB paboTh ¢ Big Data, Takumu, Kak oTmeyaeTrcsa B pa6boTe [OcuneHko, 2018]: IBM
i2, Aster MapReduce appliance, Oracle Big D ata appliance, Greenplum appliance, Apache Flink,
Apache Kafka Streams u agp. Microsoft, Oracle, SAP u pgpyrve yXe NpPMOCTaAaHOBMWAKN CBOK fJed-

TenbHOCTbL B Poccuwn 13.

DPynbiveBa H. 2021. O6nayHoe B1MaAeOHaONKOAEHNE B Poccum pacTeT B 5 pa3 BbicTpee pbiHKA B Lienom. URL:
https:/Amawv.cnews.ru/reviews/videonabludenie_2021 (pata o6patteHus 10.03.2022).

11 PasbsicHeHWst defieparibHON Cy)Obl MO HaA3opy B cthepe CBA3W, MHOPMALWIOHHBIX TEXHOOMMIA U Macco-
BbIX KOMMYyHUKaLmii oT 30 aBrycTa 2013 I. «Pa3bsICHEHS MO BOMPOCaM OTHECEHMS (hOTO-, BAEOM300PaKEHI, JaKTW-
JIOCKOMUYECKMX [JaHHBIX 1 UHON MHKhOpPMALWM K BMOMETPUYECKVM MEPCOHa/bHBIM JaHHBIM 11 OCOBEHHOCTEN MX 06pa-
6oTKn». 2013. URL.: https:/Aww.garant.ru/products/ipo/prime/doc/70342932/ (nata obpattieHns 10.03.2022).

P MaHswkvH M. 2021. BwpgeoHabntogeHne - 3T0 He TOMbKo npo  GesonacHocTb.  URL:
https://mmw.cnews.ru/reviews/videonabludenie_2021/interviews/maksim_panyashkin (gara obpatieHys 10.03.2022).

1B Makenzie Holland, Jim O'Donnell, Patrick Thibodeau. 2022. Russian sanctions prompt tech to stop sales,
curb services. URL: https:/Aww-techtarget-com.translate.goog/searchcio/news/252514218/Russian-sanctions-prompt-
tech-to-stop-sales-curb-services? _x_tr_sl=en& X _tr_tl=ru& x_tr_hl=ru& x_tr_pto=0op,sc (para o6paLLieHuns
05.03.2022).
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OTeyecCcTBEeHHb € pell eHNs B HAYYHOW NuTepaType onmMcaHb He JOCTAaTOYHO, YTO He MO3BONA-
eT NPOrHoO3MpoBaTb KaYeCTBO M NepCNeKTUBL MMNOpPTO3aMel eHNA 3apybexX HolXx nnatTpopm. Takum
ob6bpasomM, ANna 6M3HeCa HYXHb eAMWHb e OTeYeCTBEHHb € LEHTPb MOHWTOPWHIA M ynpaBleHMNS [JaH-
HblMu, MO CKBO3HOMN aHanuWTuMKku Big Data, HO 3TOT CerMeHT MCKYCCTBEHHO cpepxusaetcs 14. MNpwu-
MepoM TOMY fBnfto TcA fgelicTBua FocyfapcTBeHHOW JyMbl, OTKNOHUBLW el nonpaBKN M UHLUUD P B
3aKoOH «O6 MUHpopmMauUUKM, MHPOPMALMOHHBLIX TEXHONOINMAX W 3alW,MTe MHPpOpPpMaAaUMUMW» B 4YacTwu
60NblW NX JaHHB X, peecTpa ero onepatopoB M CNOCOBGOB 3all MTbl JaHHbL X rpaxgaH. O4yeBugHoO, Ta-
Kue cnopbl Bbl XO4AT 32 paMKW BONpocCa O COOTHOLW €HNUUN UCNONb30BaHUA CUCTeM BUJeOHabnNlo feHNA
M cobntw feHNA 3aKOHOfaTeNbCcTBAa O MePCOHAaNbHb X AaHHB Xx15. MMo3aTomMy HeobxogumMo BbipaboTaTh
eAVNHb e CPeACTBA OULEHKN 3P PeKTUMBHOCTM BMageoaHanuTUKM ans 6usHeca Ha ocHoBe KPI [As3apos,
YynpuHa, 2021], aganTtupoBaTb HOPMATMUBHO-NPaBoOBY 6a3y ANs peanunii TeKylWw el BHYTPEeHHEeW u
MWpPOBOWK O6GLW, eENONUTUYECKON 0O6GCTAHOBKM.

B ocTaNbHb X CAyvYaax AN NPUMEHeHUA BuUjeongeHTudpumkaumm, Habnw geHnas n py6bex Horo
KOHTpONs pa3paboTaHbl W AeWCTBYW T ONTUMaNbHble HOPMbl W nNnpaBuna. Mx coctaB M36bITOUEH U
BKNI YyaeT He TOoNbKO cTaTbun YK P®, TK P®d, KoATMN P®, HO M ohmumMmanbHble NOACHeEHNA K hepe-
panbHOMY 3aKOHO[aTenNbCTBY, CTaTbAM rpaxX /fjaHCKOro npoyeccyanbHOro Kojgekca, ApPyrMuMm HOpPMa-
TUBHBI M akTaM. B ceTun MW HTepHeT focTynHb cyaebHas npakTuka, NOACHEHNSA PerynsaToposB M npak-
TUKY W UX afBoOKaToB. MO3TOMY NpUuMeHeHWe nNanaThopm GuMOMETPUYECKOW BUAeOAaHAaNUTUKKN ANS
6M3HEeCa M 4YaCTHOro cekTopa B 60NbW MHCTBE CNyYyaeB OrpaHmymBaeTcs 0630pPHBIM Habnw geHunem
KPaTKOCPOYHOINO XpPaHeHWA Ha NPeANpPUATUAX, B TOProBbl X 3a71aX, MHOTOKBapTMPHBLIX AOMax, pac-
no3HaBaHWEM HOMEPOB TPAaHCNOPTHbL X CPeacCTB Ha NPUABOPOBBLIX TEPPUTOPUAX, PYOEX HbIM KOH-
TpoNeM, KOHTPONEM HOW eHMA 3all UTHOW MacKW M NOBbL W EHHOW TemnepaTypb Tena. B npusepeH-
Hbl X YaCTHOCTAX Haw nNum npumMmeHeHune ycnyrm loT (Internet of Things), VSaaS (Video Surveillance-
as-a-Service), cepBucbl npepocTaBneHma NO ana ynpasneHuwa Bupgeo VMS (Video Management
System ), atakxe IVS (Intelligent Video Surveillance).

HecmMoTps Ha NPOTUMBOPEYNBOCTb HOPMATUBHOTO pernamMeHTa NPpUMeHeHNA GUOMETPUYECKORA BN-
LeoaHaNWTUKN, UMeHHO o6navyHoe BUAeoHabNt feHNe ANA POCCUICKOro 6M3HecCa M YaCTHBLI X nuly G6onee
ycnewHO NpoABUTaeTCcs Ha PblHKe BUAEOAHANUTUKN U ABNAeTCA rNaBHOW TOYKOW pocTa, 4yemMy cnocob-
CTBYeT AOCTYNHOCTb NPUKANAAHOTO NporpamMmmMmHoOro obecneyeHns u muterpaymns B IP-kamepb MO aHa-
nmTtnkun. Hanpumep, masectHbol MO Trassir Cloud, IVideon, I-Cam, YouLook v gpyrue. Mpun aTom ma-
Nbli MU cpefHWINn GU3HeC CMOXeT nNnpuobpeTatb poccuilickoe nporpammMHoe obecneyeHne IVideon Ha
NbrOTHBIX OCHOBAHWAX 3a CYeT KoMneHcauum 50 % CTOMMOCTWM NMLEH3INUN M3 BhefepanbHOro 6t gxXeTa
16,17 PacnpocTpaHeHb TakXe peweHus gna loT, Hanpumep, Dahua, Smartec, Beward n gpyrve npuem-
nemMbl e ANA MaccoBOro noTpe6buTtens NpPoOAYKTb , He Tpebywwmne poyTepa M cCNneunanm3mpoBaHHbBl X
HacTpoekK, OAHAaKO MOAJepX Ka M CONPOBOX AeHMNEe pell eHNH ocTaeTcs Ha TeKylW WA MOMEHT Noj BOMPO-
coM. B ceTn MHTepHEeT OQYHKLNOHMUPYIW T OHNAWH-KAaNbKYyNATOPbL [NSA BO3ZMOXHON OLEHKU hUHAHCUPO-
BaHWA CoO6CTBEHHOTrOo npoekTa. Kpome TOro, pocT cCerMmeHTa pblHKa 06bACHAETCA NMONE3HbBIMMN CEPBUC-
HblMW QYyHKUuMAaMMK IoT - mHTerpayum Bugeopsga B iOS m Android, nocTeneHHbB M NepexoaoM OT aHa-
NOTOBbI X K UMM POBBLIM yCTPOWCTBAM CNneXeHUA, a TakKXe Hanmuymem oTaenbHoro NMNO c cepTudukaramm
SSL (Secure Sockets Layer), koTopble, OAHAaKO, MOTryT 6blTb 0TO3BaHb 18. NMpumepamu peanmsaymm em-
kKoro no cepsucam MO saBnawTcA peweHnma SecurOS (komnaHwua ISS), MHTennekT (komnaHwua ITV),

X Protect (komnauusa M ilestone) u gpyrue. MHTerpaymus clueH BULeoHaAbBNIO feHUSA U aHANUTUKKN JONY-

YU TMaHAwkmH M. 2021, BwugeoHabntofeHve - 3T0 He TOMbKO  npo  6esoriacHocTb.  URL:
https://imawv.cnews.ru/reviews/videonabludenie_2021/interviews/maksim_panyashkin (aata o6pailgHms 10.03.2022).

5 CazoHosa M. 2021. lcnonb3oBaHWe CUCTEMbI BUAEOHAOMIOAEHNS - HapyLLeHWe 3aKOHOAATeIbCTBa O Mepco-
HanbHbIX AaHHbIX? URL: https:/AMawv.garant.ru/news/1457381/ (nata obpaieHms 10.03.2022).

B Mablid 1 cpegHUin GU3HEC CMOXET KyrnWTb POCCUiAcKuiA codr Ha 50% pewesne. 2021. URL:
https://digital.gov.ru/ru/events/41360/ (gata obpatueHuns 10.03.2022).

ICxnaka 50% Ha POCCUIACKWIA COT A1t Maroro 1 cpeaHero ousHeca. 2021, URL:  https://pdput.pd/msp
(naTa o6parleHma 10.03.2022).

B Yem poccuiickum OHNaiH-pecypcaM rpo3vT 0T3biB  SSL-ceptndmkatos. 2022, URL: https://d-
russia.ru/chem-rossijskim-onlajn-resursam-grozit-otzyv-ssl-sertifikatov.html (gara obpateHus 10.03.2022).

174


https://www.cnews.ru/reviews/videonabludenie_2021/interviews/maksim_panyashkin
https://www.garant.ru/news/1457381/
https://digital.gov.ru/ru/events/41360/
https://%d1%80%d1%84%d1%80%d0%b8%d1%82.%d1%80%d1%84/msp
https://d-

SKkoHoMuUKa. NHopmaTmka. 2022. T. 49, Ne 1 (169-177)
Economics. Information technologies. 2022. V. 49, No. 1 (169-177)

ctuma B ERP, CRM, Bl u gpyrux nnatdgopmax, 4TO NOATBepxX faeTCA BbIMONHEHHbLI MU NpPpoOeEKTamMm
OTEeYeCTBEHHbLI X BEHAOPOB M MHTerpatopoB Jimrm LudpoBoilt akoHoMuUukM, Kpok, Parma TG u 3apybex -
HOrFoO CerMeHTa MHTEerpaTopoB Ha OTeYEeCTBEHHOM pbiHKe BupaeoHabnw geHna m aHanntukum (Tableau,
Power BIl, Qlik). CnepyeT oTMeTUTb, YTO B KayecTBe OLHOFO M3 NOoNynapus3atopoB cCybpbiHKa Bupjeo-
aHaNUTUKMN BblCTynalw T TEXHONOTWU ANA HernacHoW CbeMKMN BUAeOMHDPOPMALMN, BKNO Yass OTAENbHbIE
YyMHbl e peweHna no ctaHgaptam ISO/IEC CTK 1/MK 42, pocTynHble Ha M3BECTHbI X 3apyb6exHbl X
nnouw agkax B2C n He nonajatowme B CINCOK BMJOB CNnelnanbHblX TEXHUYECKNUX CPeACTB, NpejHa3Ha-
YeHHbI X [NA HeErnacHoro Nony4vYyeHus MHPopmMauumnm, BBO3 M BbIBO3 KOTOPbLI X NOfgNexaT NNWLeH3MpOBa-
Hutw (yTB. noctaHoBneHuem MpaButenbctBsa P® o1 10 mapTta 2000 r. Ne 214, ¢ gononHeHmamun). OT-
LenNbHble MHMLUMATUBBLL NYOGAMUYHBIX NUML M NONUTUKOB B YaCTU OTMeHb cT. 138.1 YK P® un BHeceHMUSN
M3MeHeHWA [MunwTuH, MaHuH, 2019; YcoB E.MT. nu ap., 2021] B Apyrme «rpoOMKMUE MHULMUATUBLI» NO-
nynsapumsayumm MCKYCCTBEHHOTNO WHTennekrta, B YaCTHOCTW 3anyck B MapTte 2021 r. cepBuca onnartthl
B3rNAf4O0M Ha Kaccax camoobcnyxwmuBaHua cynepmapkeTa «lepekpecTok» [AxmaeBa, 30], TakxXe MOryT

cnoco6GcTBOBATbL NOBLI W EHUKW MHTEepeca K PblHKY BUeOAaHAaNUTUKNM ansa 6usHeca.

3aKnoyeHune

TexHonoruun CKY [, peTeKLU N ABUXEHNA, 0630PHOT0 BMAeOHAabNO AeHNA, BBINONHEHUSA Map-
KeTUHTOBbBI X WCCNefOBaHWR B TOProBne W APYyrumMx HanpaBNneHWAX aHannWsa BUJEOAAHHbB X AOMUHN-
Pyl T ANnd TeKyuw mx 6GuM3Hec-pew eHnii. B rocyfapcTBeHHOM ceKTope npeo6nagaeT TexHonormsa o6-
30pHOA BUAeopermcTpayumnm, 6nomeTpun, NoBefeHYEeCKON aKTMBHOCTM, pacno3HaBaHWUA HOMEpPOB
TPaHCNOPTHBLI X cpefcTB W AeTekuumn. CnepoBaTtenbHO, BEKTOpP UM poBOWh 6GmMomMeTpuyeckoih Bupaeo-
aHAaNUTUKN B TEKYyW MX YyCNOBUAX CMeElW eH B TocyfapcTBeHHbI 1 cermeHT. OxunpgaHums 6mnsHeca - ot
npaBun MHTerpayumum 6GuomeTpuyeckol BMAeOaHANMTUKW B KopmnopaTWBHbBIE 6Gu3Hec-NnNaTHPoOpMBbI,
cTaHgapTmMsaumm kKnw yeBbl X KPI-MeTpWK  nokasaTeneh, ycnoBumin 3alf MTbl MePCOHaNbHbI X AaHHbIX
OT yTeyeK NO TeEXHUWYECKUM KaHanam, o6A3aTeNbHbl X KOMMNOHEHTHbB X CTPYKTYp CuUCTeM BUJeOaHa-
NUTWKWN - He onpaBAanucb, TeM CaMblM OXMWAaTb arperaymm ymMmHolW 6uMuomeTpuyeckoih BmpgeoaHanm-
TUKN ¢c W T-nnatThopmamMm nNd 6usHeca CerofHa Npex feBpeMeHHO.

CerofHa Heob6XxofguMumMa KOHcoONMAaums ycunmin rocypapctea, 6M3Heca U HAYKOEMKUX MPOMN3-
BOACTB ANsd pa3paboTKM M NONHOOGbLEMHOMN peanumsaumm COBGCTBEHHBI X pelWleHUMN B GMOMETpUYE-
CKOW aHanNnMTWKe Ha YPOBHEe MporpamMMHO-annapaTHb X pelW eHNH M NocTeneHHOEe NONHOE UMMNOPTO-

3aMmelw,eHmne Big Data, L O W NoKaNbHbI X pell eHNIN OTeYeCTBEHHbBI MW NnatThopmMmamu.
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