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AHHOTAUA

B coBpemeHHOM MHpE HCHOJB30BaHHE HCKyccTBeHHOTO wuHTemiekra (M) Bce ware
CTAIKMBAETCS C PHUCKOM COCTS3aTENBHBIX aTak Ha ayauo W wm3o0paxeHws. JlaHHas cCTaThs
HCCenyeT 3Ty mpobiiemy u mpenctarisger Metol SGEC kak CpencTBO MHHUMU3AIUH 3THUX
puckoB. PaccmarpuBaroTcsi pa3NMYHBIE BUABl aTaKk Ha ayAno W HW300paKEeHWs, Takhue Kak
HCKa)KEHUE Pa3MEeTKH, aTakd "Oenoro suuka" u "JepHOoro simuka', YTeukd depe3 o0yuyeHHBIC
MOJEJIM U aTaku Ha ypoBHe xkene3a. OCHOBHOM akUeHT aenaercs Ha meroge SGEC, koTopsii
npeyaraeT mmdpoBaHue AaHHBIX U obecriedeHrne WX LenoctHocTd B mogaenmsx MU, Cratbs
TaK)Ke pacCMaTpHBAET JAPYTHE CIOCOOBI 3aIUTHI ayJu0 M WM300paKCHHH, BKIIOYAs JBOHHYIO
MIPOBEPKY M aHCAMOJIM METO/OB, OTPaHMYEHHE JOCTYNa M AHOHUMHU3AIMIO JTaHHBIX, a TaKKe
HCIIOJIb30BaHUE I0KA3yeMO yCTOMUUBBIX Moaenei NN.
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Abstract

In the modern world, the use of artificial intelligence (Al) is increasingly facing the risk of
adversarial attacks on audio and images. This article explores this issue and presents the SGEC
method as a means to minimize these risks. Various types of attacks on audio and images are
discussed, including label manipulation, white-box and black-box attacks, leakage through trained
models, and hardware-level attacks. The main focus is on the SGEC method, which offers data
encryption and ensures their integrity in Al models. The article also examines other approaches to
protect audio and images, such as dual verification and ensemble methods, access restriction and
data anonymization, as well as the use of provably robust Al models.

Keywords: adversarial attacks; voiceprint protection; biometric data protection; steganography;
data encryption; risks of adversarial attacks
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BBE/IEHUE

PasButue moneneit uckyccrsenHoro unremiekra (M), ocHOBaHHBIX Ha ayAHo U M300paKEHUSX,
OTKPBIBAET HOBBIE NIEPCIEKTHBBI BO MHOXKECTBE 00J1acTel, BKIIOYas MEJUIIMHY, aBTOHOMHBIE CUCTEMBI U
MyJIbTUMEANMHbBIE TpuiaoxkeHus. OHAKO, C BO3POCIIMM IPUMEHEHHEM TaKUX MOJENEeH, BO3HUKAIOT U
HOBBIE PHCKH, CBS3aHHBIE C COCTA3ATEIbHBIMU aTaKaMU Ha ayiuo U U300paxeHHUs.

CocrszaTenbHble aTaku Ha ayauo [1] u u3oOpaxeHus [2] OpencTaBisiOT cO0OM cHenuaibHO
pa3paboTaHHble METOAbl BBEJIEHHS HCKAXXEHUH WM IIYMOB BO BXOJHBIE JAaHHBIE MOJENCH C LEeNbio
oOMaHa M UCKAXEHUS UX Pe3yNbTaToB. Takue aTaku MOTYT OBITh HMCIOJB30BAHBI 3J0yMBIIIICHHUKAMHU
JUIs U3MEHEeHHUs BbIBOAOB Mojeneil MU u naxke noapeiBa UX 0€30MaCHOCTH.

B nanHol ctaThe paccMOTPUM BO3MOKHBIE PUCKH COCTSA3ATENIbHBIX aTak Ha ay/luo U U300paskeHus
B MOJIEJISIX MCKYCCTBEHHOT'O MHTEIIIEKTa, 0OCYAUM CIIOCOObI MAHUMNYJISIMU C JAHHBIMU, KOTOPbIE MOTYT
IPUBECTU K HENPABWIBHBIM PE3yJIbTaTaM M HMCKAKEHUSAM, U3YYMM IOCIEACTBUS MOAOOHBIX aTak U UX
NOTEHIMAJIbHBIE YTPO3bl B pa3IMUHBIX c(epax MPUMEHEHHs MO/IEIel Ha OCHOBE ayAU0 U N300pakeHH.

B konTekcre 3ammrthl OT 3TUX puUckoB mnpexacrasieH Mmeron SGEC [3], xoropslii mpeasaraer
mudpoBaHue JaHHBIX, IpeJHa3HAuYeHHBIA Juid 3ammThl cucremMbl MM 0T cocrsa3arenbHBIX aTak.
PaccMoTpuM npuHIMIBL pabOThl M MPEUMYIIECTBA 3TOIO METO/1a, a TAKXKE €r0 Ba)KHOCTh B 00ECIIEUeHUN
6e30macHOCTH U HafexxHOCTU Mozeneit MY Ha ocHOBe ayaino U n300pa>keHUH.

Pa30op BO3MOXKHBIX PHCKOB COCTSI3aTEIbHBIX aTaK Ha ayano U U300paXeHWsI M NPE]CTaBIICHUE
merona SGEC no3BoiuT HaMm NnostyduTh OoJiee MOIHOE MpeJIcTaBlIeHHe 0 0€30acHOCTH U 3alUTE CUCTEM
NN, a Taxxe ompenenuTh HAWIy4dllUde MPAKTUKA M MEpPbl NMPEAOCTOPOKHOCTH I HPEIOTBPAICHUS
TaKuX aTak.

OCHOBHAA 9YACTb

Hcnonp3oBaHne HE3aIIMUIEHHBIX JaHHBIX B CHCTEMax HCKyccTBeHHoro wuHtemekra (UMW)
COIIPSIKEHO C PAJIOM CEPBE3HBIX PUCKOB. BOT HEKOTOpPBIE U3 HUX:

1. Yreuka xoubunennuansHoit wHbopmanuu [4]. Ecnam ganHble, coiepskamue JTUYHYIO WIH
YyBCTBUTEJbHYI0 UH(POPMALMIO, MOMAIyT B PYKH 3JOYMBIIIJICHHUKOB, 3TO MOXET NPUBECTH K yTEUKe
KOH(UICHIMATBHBIX JaHHbIX. HanpuMep, B ciayyae UCMONb30BaHUS OMOMETPUYECKUX JaHHBIX, TAKUX KaK
rojioC WM JIMIO IO0JIb30BATEIEH, yTeuKa TaKMX JAHHBIX MOKET IMPUBECTH K HE3aKOHHOMY JOCTYMYy K
JUYHBIM aKKayHTaM MU UICHTU()UKAITMOHHBIM CHCTEMaM.

2. Hapymenune mnpuBatHoctd [S5]. HezammiéHHble [gaHHbIE MOTYT pacKpblBaTh JIMYHYIO
UH(OPMALIKIO O MOJIb30BATENAX, X MPUBBIUKAX, TPEANOYTEHUSIX U MOBEACHUU. DTO MOXKET HApYIIUTh X
IPUBAaTHOCTh M TIPUBECTH K HEXKENaTeNIbHOM pekjiaMe, MOILIEHHUYECTBY WIM JpyruMm ¢dopmam
3710ynOTpeOIeHUs THYHOM nHpOopMaLne.

3. MaHunymnsius W TOMJENKA JaHHBIX [6]. 3J0YMBINUIGHHHKA MOTYT BHECTH HW3MEHEHHUS B
He3allUIIEHHBIE JaHHbIe, IpeaocTaBleHHble cucteme VU, ¢ 1enbio UCKakeHUs pe3ysIbTaTOB Wik oOMaHa
cuctembl. Hampumep, mojjenka AaHHbIX 00 oOywaromieil BHIOOpKE MOXKET MPHUBECTH K HEMpPaBUIbHBIM
BBIBOJIaM WJIM UCKaKEHHBIM IIpesicKka3aHusam moaenu .

4. Artaku Ha cuctemy MU [7]. Hesamumeénnble JaHHBIE MOTYT HMCIIONB30BAThCS AJIs MPOBEACHUS
atak Ha cucremy HMU. Hanpumep, 370yMBIIUIEHHMKM MOTYT BHEAPUTH BPENOHOCHBIM KOJA WIN
MaHUIYJUPOBATh JAHHBIMH, YTOOBI HAPYIIUTH PabOTy MM KOHTPOJIb HaJ cuctemoit 1.

5. Yrtpara noBepus nonb3oBareneit [8]. Ecnu nanHble monb3oBareiedl HE 3allUIICHBI JTOHKHBIM
00pa3oM, 3TO MOXKET MPHUBECTH K IMOTEpe JAOBEPHUS CO CTOPOHBI mojb3oBareneil. [lonbp3oBaTenu mMoryt
OTKa3aThCsl OT UCHOJb30BaHUA cuctembl M win oTkazartbes OT MPENOCTABICHUS CBOUMX JAHHBIX M3-3a
OIMaceHui Mo MOBOY UX 0€30MaCHOCTH U KOH(PUACHINATHHOCTH.

6. Opunuueckne mnocneactsus [9]. Vcnonb3oBaHue HE3AMUIIEHHBIX JaHHBIX MOXKET
HapylIaTh 3aKOHOAATENbCTBO O 3alUTE JAHHBIX, TaKO€ KaK OOIIMI perjamMeHT MO 3alluTe JaHHbBIX
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(GDPR) B EBpomneiickom coro3ze. HapylieHue Takux MNpaBUI MOXKET IPUBECTH K HOPHUINYECKUM
HOCJIEICTBUSIM, BKIIHOYas IITpadbl U Cy1eOHbIe pa30uparenbCTBa.

YuuTeIBasg 3TH PUCKH, 3alUTa JAaHHBIX M obecneueHune Oe3omacHocTH cucteMbl M craHoBsATCS
KPUTUYECKH BaXXHBIMM AaCIMEKTaMH, YTOOBl 3aIUUTUTh MOJb30BAaTENEH, MNPEIOTBPATUTh YTEUKH
uHpopManuu u odecrieyuTs JoBepue Kk Texnonoruu MU [12].

PE3YJ/IBTATBI HCCJIE/IOBAHHUA U UHX ObCY/K/IEHUE

[IpumeHeHHe pPHUCKOB, CBSI3aHHBIX C COCTS3aTElIbHBIMU aTakaMH Ha ayauo U H300pakeHus,
MO3BOJISIET CUCTEME HOPMAaIbHO (DYHKIIMOHUPOBATH IyTeM OOecrieueHus ee 0e30MacHOCTH U 3alUThl OT
IIOTEHLMAIBHBIX YTPO3.

IIyrem m3ydeHHs W MOHHMaHUS BO3MOXHBIX PUCKOB, CBSI3AHHBIX C COCTSA3aTEJIbHBIMH aTaKaMH,
cucteMa MM MoxeT NMpPUHATH COOTBETCTBYIOIIME MEPHI IS 3alIUThl CBOMX MOJENEH M JaHHBIX. JTO
MO3BOJISIET OOHAPYKUBATH U MPETOTBPAIIATD IMOMBITKA UCKAXKEHUS WU TTOJMEHBI ayIH0 U U300paKeHUH,
KOTOpPbIE€ MOTYT HOBJIMSITh HA TOYHOCTh U IOCTOBEPHOCTh Pe3yabTaToB Mojenei NN.

Tabnuya
Pucku cocTa3aTenbHBIX aTak M UX OIMCAHME
Table
Risks of adversarial attacks and their description
Pucku ungopmMannoHHoii 6e30macHoCTH Onucanne

1. HckaxeHne pa3MeTku 370yMBIIICHHUKH MOTYT U3MEHATh METalaHHbIE U Pa3METKY
JIAaHHBIX, BBOJS HMCKa)XEHHsI, YTOOBI BBECTH B 3a0IIyXICHHE

cuctemy M.
2. Uckaxenue o0y4aromieii BEIOOPKH 370yMBIIIJIEHHUKH MOTYT HM3MEHSTH OOydaromrylo BBIOOPKY

JAHHBIX, BBOAA HCKAXKXCHHA WU 3JIOHAMCPCHHBIC NPUMEPHI,
JJIA HCKAXXCHUSA pa6OTBI cucteMsl M.

3. Ataku "Genoro sumuka" u "4epHOTo SIuKa" 3MOYMBINIICHHUKA MOTYT HCIOJB30BAaTh aTakh "Oelroro
smuka" u "yepHoro suiuka" A B3jaoma cucreMbl UM mytem
JocTyla K ee BHYTPEHHHM TlapamMeTpaM WIH BBOJA
BPE/IOHOCHBIX JIaHHBIX.

4. JluckpeTHbIe paBuiia 0OHapyKeHus: Ha ocHoBe ML 3MOyMBINIICHHUKA MOTYT HCIIOJIb30BaTh METOABI 00X0ma U
obmana cucremsl WM, droObl wu3bexkaTh OOHApY>KEHUS
WCKYCCTBEHHBIM HMHTEJUIEKTOM, pPa0OTAIOIIMM Ha OCHOBE
JIUCKPETHBIX MPABUIL.

5. Ataxu Ha ipefoOy4YeHHbIE U ayTCOPCHHTOBBIe ML-Monenu | 3MOyMBINUICHHHKA MOTYT HaIeNUThCs Ha IpeaoOydYeHHBIE
MOJAEIUM U ayTCOPCUHIOBBIE MOJEINHU, IBITAsACh IOIY4YUTh
JOCTYN K WX KOH(HICHIMAJIbHBIM JaHHBIM WIH BBOJS
BPEIOHOCHBIC IaHHBIE.

=)

. YTeuku uepe3 00ydeHHbIC MOACITH 3J10yMBIIIEHHUKH MOTYT HCIO0JIb30BaTh YTEUKHU
HHPOpPMAIUU Yepe3 OOyYEHHBIC MOJEIH, YTOOBI IMOIYYHUTH
JIOCTYN K KOH(QHWICHIUAIBHBIM JaHHBIM, HCIIONB3yEMBIM B
cucteme M.

7. ATaku Ha ypoBHe XkeJe3a 370yMBIIIIEHHUKH MOTYT IPOBOJNUTH (PU3UUECKHE aTakh Ha
nndpactpykrypy cucremsl MU, Bitodast ataku Ha jkejie30 U
MepexBaT JIEeKTPOMATHUTHBIX H3ITyYCHHH.

Tabmuia mpeACcTaBIsieT OCHOBHBIE PUCKH WH(OPMAITMOHHONW O€30MaCHOCTH, CBS3aHHBIC C 3aITUTOM
OT COCTS3aTeNbHBIX aTaK Ha ayauo0 H HW300paXeHUs B MOJENAX WCKYCCTBEHHOTO WHTEIUICKTA.
OHu MoryT HaHecTH Bpea pabore cucteMbl MU u yTeduke koH(HUICHIMATBHBIX NaHHBIX. [IpuMeHeHue
Metoqa SGEC mo3BosiieT CHU3UTH BEPOATHOCTh BO3HUKHOBEHHS JaHHBIX PHUCKOB M 00ECIECYHTH
6e3omacHocTh cuctembl NN
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BHJIBI ATAK M 3AIIATA OT HUX
(IEHCTBYIOLIHE)

S

Artaxu «benoro AmKay 1 ATaku Ha mpeno0yueHHbIE 1
Uckakenue pasMeTki ATaKu Ha YpOBHE kenesa
«UEPHOTO ALIMKA» ayTcopcuHrosie ML-mozem
-
3ALIUTA:
3AIATA: Beperte BbIOOPKH, BHISBIAITE SAINTA: SAINTA:
JlBoiinas mpoBepka 1 aHcamOmi CTPaHHOCTH He nonaraiitech Ha pemenns Mertozbl, He3aBHCHMBIE OT
METOJI0B TPETBHX CTOPOH JTOKIIbHOI apXHTEKTY bl
JIHCKpETHBIE TpaBUIa
oOHapyskeHus Ha ocHoe ML
Jloxasyewmo ycroiiunBas ML-
MOJIETb
\ a J
Vckaenue o0yyaroreii BBIOOPKIL Yreukn yepe3 00yueHHbIe MOJIE
SAIUTA: 3AIUTA:

Beperite BEIOOPKH, BHISBIIAITE Orpanuunsaiite gocty,
CTPAHHOCTH QHOHUMH3UDYHTE JaHHbIC

Puc. 1. Bunpl atak Ha cuctremy MU u 3amura ot HUX
Fig. 1. Types of attacks on Al systems and their defense

Ucnons3zoBanne meromna SGEC, koropsiii mpennaraer mwudpoaHue naHHbiX [10], mo3Bomser
cucreme MM obecnieunTh 0€30MaCHOCTh M HAJEKHOCTh NMPU 00pabOTKe ayAMo M HM300pakeHuil. IToT
METO/I TIOMOTAET MPEAOTBPATUTh HECAHKIIMOHUPOBAHHBINA JTOCTYM K JIAHHBIM, a TAaKXK€ 3alUIIAET UX OT
BHEIIIHUX BMELIATENBCTB U COCTA3ATEIbHBIX aTakK.

brmarogaps peanuszanum  3TMX Mep 3ammThl  cucteMa MM MOXkeT COXpaHSTh  CBOIKO
(GYHKIIMOHATBHOCTh U HAAEKHOCTh. OHA MOXET MPOJO0JKAaTh TOYHO 00padaThiBaTh M aHATU3UPOBATH
ayJlno U M300pa)keHMs, OCHOBBIBASICh HA HAJIKHBIX JAHHBIX U IOJIy4as JOCTOBEPHBIE PE3ysbTaThl. DTO
no3BoyigseT cucreMe MU ycmenrHo BBIMONHATH CBOU 33Jaud U OBITH TMOJIE3HON B Pa3NUYHBIX cdepax
MIPUMEHEHUS, BKITFOYask MEAUITUHY, aBTOHOMHBIE CUCTEMBI U MYJIbTUMEIUHHBIE TIPUIIOKCHHUSI.

TakuM o0Opa3zom, mpuMeHeHHe AaHHbIX puckoB U Merona SGEC cmocobcTByeT HOpMaTbHOMY
¢byukuonupoBanuio cucrembl MM, oOecneunBas ee 3alIUTy OT BO3MOXKHBIX aTaK, COXpaHEHUE
0e30MacHOCTH JaHHBIX WU JOCTOBEPHOCTHh PE3YJNbTATOB. DTO BaXKHBIE AaCMEKTHl MM JajbHEHIIero
pa3BUTHUS U ycIeUTHOTo puMeHeHus Moaeneil I Ha ocHoBe ayuo 1 u300pakxeHUi.

Hcnoab3zoBanue meroga SGEC. 3ammra OT cocTs3aTeNbHBIX aTak Ha ayJauo W H300pakeHUs
SABJISICTCS KPUTHYECKH BAXKHBIM  aCleKTOM B 00JlacTU  UCKyccTBeHHoro wuHreiuiekta (MU).
CocTts3arenbHble aTaKh — 3TO MOMBITKA UCKAKESHUSI, U3MEHEHUS WM MOJMEHBI TaHHBIX B LIETsX 0oOMaHa
cucteMbl MMM u monydeHus HEXENAaTeNbHBIX PpPE3yJbTaTOB. OTH aTaKd MOTYT HMETh CEpPhE3HbBIC
MOCITIEACTBYSI, BKJIIOYAs HEBEpPHBbIC AHArHO3bI B MEIUIMHCKONW 00JacTH, OMIMOOYHBIC pEIICHUS B
ABTOHOMHBIX CHCTeMax WIH (aabCUPUKALUIO0 MYJIbTUMEAUIHOIO KOHTEHTA.

Ecnu akieHTHpoBaTh BHUMAaHHE HA ayJHO M H300paKEHUSAX, TO COCTSA3ATENbHBIC aTaKd MOTYT
MPUMEHSATHCS JJII U3MEHEHHS 3BYKOBBIX CHUTHAJIOB, TaKMX Kak peub [11], umm yvactuyHOE (MOJTHOE)
UCKaXeHne n300paxkenus. Hampumep, 370yMBIIUICHHUKHN CO3/Ial0T ayAHO-CUTHAIBI, KOTOPBIE TOX0XKH Ha
OeNbIi TIIyM, TO3BOJISIONIMNA OOMaHYTh CHCTEMY PACIO3HABaHUS PEYM U JIECTAOMIM3UPOBATH padoOTy
cuctembl. Takke aTaku Ha M300paKEHHsT MOTYT BKIIIOUATh J0OABIICHHE WU YIAJIEHUE OMpPEICICHHBIX
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DJIEMEHTOB BHYTPH OTMpezesieHHOro Kaapa. [logo0Hbple MaHUMYISAIUW HaJ MEIUa-KOHTEHTOM MOXKET
MIPUBECTH K OITMOOYHBIM pe3yJibTaTaM aHaju3a WK Pacrlo3HaBaHUs OOBEKTOB.

B uTore, HOI[OGHLIG I[CFICTBHSI 3JIOYMBIH_UICHHI/IKOB, KOTOpBIe I/ICHOJIB3YIOT COCTA3ATCIIBHBIC aTaKN
Ha cuctembl MM He BBI3BIBACT JOBEpUS M HAIAEKHOCTHh y IOJIb30BaTEICH — CHCTEMa MOXKET JaBaTh
HEKOPPEKTHBIEC (HEBEPHBIE) pe3yabTaThl. [l03TOMY HEOOXOJUMO MPUHUMATH MEPHI JJIs 3alIUThI MOJeNei
WU ot Taknx aTax.
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Puc. 2. BosmosHas ataka Ha W, myTéM 3amymiieHus JaHHbBIX

Fig. 2. Potential attack on Al through data perturbation

Metox SGEC mnpeacraBnser co0oi OAMH W3 MOAXOJOB, MpPEUIaraloluX pelleHue JUIsl 3aIluThl
JTAHHBIX ayJIu0 ¥ W300paxkeHnid B cuctemax M. DTOT MeToa OCHOBBIBaeTCS HA MU(DPOBAHUH JTAHHBIX
MyTeM TeHepaluy KpUNTorpaguueckux KItoued W HCIOJIb30BAHUS MX JUIS 3aIlIUTHI U ayTeHTU(UKAIINU
nauubix. SGEC mo3BosisieT mpeoTBpaTuTh HECAHKIITMOHUPOBAHHBIN JTOCTYM K JIAHHBIM M 00ECTICYUTh UX
KOH(UICHIIMATEHOCTD U IIEIOCTHOCTD.

[Ipumenenne metona SGEC no3Bossier cucreme MM HopmanbHO (PyHKITMOHMPOBATH, TaK KaK ATO
obOecrieunBaeT €€ 3allUTy OT BO3MOJXKHBIX COCTS3aTENIbHBIX aTak M TapaHTHPYeT NPaBUIBHOCTh U
JIOCTOBEPHOCTH PE3YyJIbTaTOB. 3alllMIIIEHHbIE JaHHbIE M03BOJsOT cucteme MU npunuMaTs 000CHOBaHHBIE
pElIeHNs Ha OCHOBE HA/ICKHBIX U IIETTOCTHBIX ayIN0 U U300paKEHU.

OpnHako cienyer OTMETHTh, YTO 3allliTa OT COCTA3AaTENbHBIX aTak — 3TO HEMpEepbhIBHBIN Mpoliece,
MOCKOJIBKY 3JIOYMBINIJICHHUKH TOCTOSHHO pa3pabaThIBalOT HOBBIE METOJABI UM alTOPUTMBI AJisi 0OMaHa
cuctrem UU. TlosToMy HEOOXOAMMO MOCTOSIHHO COBEPIIEHCTBOBAaTh METOJABI 3aIMTHl U MPOBOAUTH
pEryIsipHBbIE ayIUThl CUCTEMBI JUIS BBISBICHUS MTOTCHIIUATIBHBIX YSI3BUMOCTEH U YIIYUIICHUS MEXaHU3MOB
3aIUTHI.
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Puc. 3. [Ipumep 3a1uThl TOJIOCOBBIX JAHHBIX

Fig. 3. Example of voice data protection

B nenom, 3ammra oT cocTs3aTeNIbHBIX aTaKk Ha ayAuo M u3o0paxkeHus B mozensx MU sasnsercs
Ba)XHOM 3amaueil Juig obecriedeHus HajekHOCTH U OezomacHoctu cucteM MU. Ilpumenenue mertona
SGEC u npyrux mnofoOHBIX IMOAXOJ0B CIHOCOOCTBYET HOPMAalIbHOMY (YHKIIMOHHPOBAHHUIO CHCTEMBI,
oOecrieunBasi ee 3allUTy OT aTaK, COXpaHEeHHE KOH(UIEHIMAIbHOCTU U MPaBUILHOCTh 00pabOTKH ayano
U N300pakeHUH.

3AK/IWYEHHUE

B 3akimoueHMM MOKHO MOJYEPKHYTh BaXXHOCTb 3alllUTHI OT COCTA3aTEbHBIX aTak Ha ayJauo U
U300paXXeHUs B MOJENSAX HCKYCCTBEHHOI'O MHTEJUIEKTa. OTH aTakKd MOTYT CEpbe3HO I0J0pBaTh
HaJIeKHOCTh U Oe3omacHocTh cucreM MU, ocoGeHHO TeX, KOoTopble paboTaloT ¢ KOH(HUAECHIMATbHBIMU
JTAHHBIMH IT0JIb30BaTEICH.

[Tpumenenne Merona SGEC, mpeanoXkeHHOro B JaHHOM cTarke, mpeacTaBiseT 3¢ (GeKTUBHBIN
NOJIXOJ K 3amuTe oT Takux arak. llludpoBanue naHHbIX M oOecredyeHHe UX LEIOCTHOCTH MOMOTAIOT
NpPEJOTBPATUTh M3MEHEHHE MCKAKEHMS ITaHHBIX, a TaKXKe MPEeIOoTBPAIlalOT HECAHKIIMOHUPOBAHHBIN
JOCTYH K HHPOPMAITIH.

OpHako cienyer OTMETHTh, YTO pa3paboTKa METOAOB 3alIUThl MH(GOPMAIMOHHON 0e30macHOCTH
ABJIIETCS HENpepbIBHBIM TpolrieccoM. C TOSIBIEHHEM HOBBIX aTak M METOAOB 00XoAa HEoO0XOIUMO
IPOI0JKATh UCCIIEOBAHMS U Pa3BUBATh HOBbIE MOJIXObI I oOecnieueHust 6e3zonacHocT cuctem VM.

B nenom, npumenenne metoma SGEC um npyrux mep 0€30MacHOCTH TIOMOXET CHU3UTHh PUCKH
COCTSI3aTENIbHBIX AaTak Ha ayAuo0 M H300paXeHUs B MOJENSIX HCKYCCTBEHHOIO HMHTEIUIEKTa. JTO
CIoCOOCTBYET CO3/aHMI0 Oosiee HaJeXKHBIX M Oe3omacHbIX cucteM MU, kotopble MOryT OBITH yCHENIHO
IPUMEHEHBI B Pa3INYHBIX 00JIACTAX, COXpaHss KOH(UACHIIMAIBHOCT U EIOCTHOCTh JaHHBIX.
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